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What is the BIOS? What does it do?
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Can it be used in embedded
systems?
Need to load OS into main memory, but + BIOS widespread on PCs; can it be used in

OS in disk. embedded systems?
— BIOS initiates OS load from disk to memory. — Yes, if the embedded system uses x86

BIOS is abstraction layer under OS, hides architecture.
most hardware details. * BIOS-related issues:

Why is it necessary?

— Long BIOS start-up time (as long as 13
seconds).

— Many BIOS implementations rigidly geared
towards a PC, not embedded systems.




Embedded BIOS

* One solution for embedded is Embedded
Bios with StrongFrame Technology, from
Phoenix Technologies.

— Built with configurability and extendibility in
mind.
— Easy to modify for desired application.

— System hardware already known; can eliminate
checks for...
* Mouse and keyboard.
* Video subsystem.
» Hard disk.
v Gives faster boot time.

Embedded Systems in
Advanced Prosthetics

AARON CLAUSSEN
EECS 373

BiOM Ankle-Foot Prosthesis

Simulates work done at ankle during
walking

Sensors track position, motion, phase
of stepping process

Microprocessors control springs and
motors to deliver proper force and
torque

References

* Upgrading and Repairing PCs, 2274 Edition,
by Scott Mueller.

Background

Hugh Herr

> Mechanical engineer, biophysicist, and rock climber
> Double amputee due to frostbite during a climb

> Designer of his own specialized prosthetic legs

> Head of MIT Media Lab’s Biomechatronics group

Significance

Walking with prosthetics now feels more natural
° Quicker rehabilitation
Reduced risk of consequential afflictions
Restored ability for users
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RFID

NEAL TATUM

Types of RFID

Active Tags Passive Tags
© Requires internal battery © Powered by the reader
> Read/Write = Smaller, lighter

Partner w/ other technology/sensors < Unlimited lifetime
© Larger signal range
Expensive

° Larger in size

° Low signal range
 Typically less data
> Cheaper

Questions?

Radio Frequency Identification

Up to 1000’s of items

Possibility of >100m range

Instant data

© Manufacturer

© Product details

© Location of items

> Supply count

=
/=

Passive RFID

Reader, antenna, tags

Reader sends RF signal
Tag antenna -> power -> tag IC -> antenna

Reader receives data -> processor/database

TAGS

(w E

READER




RFID tags are made up of three parts:*

1.Chip: holds information
about the physical object
to which the tag is attached

Information on the tag

2. Antenna: transmits
information to a reader
(eg. handheld, warehouse
portal,store shelf) using
radio waves

fles Product Identifies Exact Unique to
Manufacturer Type of Product Individual item

identifles EPC
Format Being Used

3.Packaging: encases the chip
and antenna so that tag can
be attached to physical object

Header EPC Manager Number QObject Class Serial Number
System is comprised of 3
components: or 123454BC* 00012E= 000123ABC*
1. Chip [
2. Reader Y
3. Database Assigned by EPCglobal Assigned by EPC Manager

« Reader transfers energy to the transponder by emiting
lectromagnetec waves aic.
« Transponder uses RF enrgy to charge up.

Current Real World Examples Future of RFID

Grocery store example

Item inventory

> Location .
= Condition Pantry/refrigerator example
° Count Printed directly on products

Animal identification People are RFID tagged
Credit cards
Toll Tags RFID will play a huge role in embedded systems
Attendance Tracking
Race Timing

Access Control

Kiosks / Library-like systems

Introduction

= e Interconnectivity of physical

|

Internet Of Things ﬁ ﬂNTERNE; ;‘m ﬁ devices with embedded
@&

= systems
e Integration of the digital and
physical worlds

= Aidan Connolly S




Origins Modern Consumer Example - Nest Thermostat

“The Internet of Things, or 10T, is the integration of people, processes and

o Self-learning, wifi enabled
technology with connectable devices and sensors to enable remote

thermostat
monitoring, status, manipulation and evaluation of trends of such devices.” e Optimizes HVAC to conserve
energy
Peter T. Lewis to the FCC, 1985

e Nest can remotely push updates

Nest Teardown Another loT Application - Industrial

e |oT's impact is not limited to consumers
e General Electric’s industrial software platform
“The world's first industrial internet platform”
GE and Intel partnership to bring IoT to the industrial world

Energy Scavenging

KC Bruner




What is energy scavenging?

Energy scavenging is the process by
which energy is derived and captured
from external sources (e.g., solar power,
thermal energy, wind energy, salinity
gradients, and kinetic energy) [5]

Piezoelectric

Basic idea:  Applying a force to the material generates will generate an electrical
current (and vice versa). [3]

1 from from things like human motion, acoustic noise, and low frequency

seismic vibrations. [5]
Energy produced is generally ~mW

Availability is limited, and fairly expensive.
Piezo Systems, Inc ->  Energy harvesting kit for $660

Thermoelectric Generation

Basicidea:  Thermal gradient between two dissimilar conductors results in a voltage.

Solid state device

Potential to turn active cooling elements into passive elements [4]

Available at a reasonable price
-> 4 different TEGs on digikey, some for ~$20

Energy Scavenging in embedded systems

cavenging results in small quantities of power.

Not exactly useful for power hungry circuits.

Low power circuits Energy scavenging is incredibly useful, having the

potential provide adequate power to run the device
Indefinitely.

Can make active circuit elements into passive circuit elements, reducing the

number of wires running from your main power source.

Where does energy scavenging shine? Sensors.

Triboelectric

Basic idea:
T heets of dissimilar materials; an electron donor and an electron acceptor.
Materials touch -> electrons flow from donor to acceptor.
After materials are separated -> one sheet holds an electrical charge isolated by
the gap between them.
Connecting a load to electrodes placed at outer edges results in current flow
equalizing the charges. [3]

Wide ranging implications for new types of sensors.

Brief search for availability yielded no results.

Solar

Widely available, cheap (112 different items on digikey alone)
Can generate power both indoors and outdoors, depending on the solar cell
Power generated ranges from ~ 15pW - SW

As small as 8.8mm?
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Block diagram of a DC
power supply

Power
transformer i)
* ac line °
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120 V (rms) Diode Filter Voltage | ) |y 50
60 Hz rectifier regulator o
= [ o] l o
~—~r —
N N JA'A'A
U t U t t t t

Full-wave rectifier

D,
M v
Center

+ o

ac
line
voltage

Slope = ~1 Slope = 1

* Need a center- D, v, 0%, -
tapped winding. @ ®

* More “energetic”
than half-wave.

* PIV=2V_s-V_D

Rectifier Circuits

Mingjie Gao
gmingjie@umich.edu

Half-wave rectifier

v

—o0
Slope =1
v R 2

= 0 Vp v
* Using constant-voltage- ® ®

drop model for the

diode. v

* Peak Inverse Voltage
(PIV) =V_s

(e)

The bridge rectifier

o

+ +
» Configuration similar -
to Wheatstone bridge. e u
voltage
* No need of center- . -

tap.

Only half as many
turns as center-
tapped rectifier.

Require 4 diodes
(cheap).

PIV=V_s-V_D




The peak rectifier Reference
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* What isit

* How it works
Bad USB - Fixes
Christopher Niemann
21 March, 2017

What isBad USB? How does Bad USB work?

Exploit of hardware oversight in USB devices
Became well-known in 2014
Extraordinarily hard to detect by anti-virus programs

Computers don’t trust external software, but do trust external firmware
By reprogramming a USB’s firmware, can add malicious code
Trick OSinto thinking that USB isan HID (Human Interface Device)



Effects of the Payload

Attacker can emulate keyboard, mouse, etc.
The limit is the attacker’s imagination

Fixesfor Bad USB

Prevent firmware changes altogether
Force firmware updates to be signed, authenticated by manufacturer
Tamper-proofing USB devices

9IrtootoDb/ LIi% IT I AEXT

DUBLITEy (BLYG A

VIXLEDANTALYr 1
99/ { 1#AX 3BT I oLiA
uBEE

Image source:  http://i.imgur.com/rWwBacejpg

Questions?

° DARG Db/~

3Db/ D LT ssb LG {OE DI

8Db/ Drg Ul I (IbTIUD S
8° Dgfr GQUID D7 v G QDM b LG FUXT
8° Dg'fr @ 2L ADGIX D LT,

1 DRGLETMIEDF T / INNI%



° DG @B LIMDOY { 1A

Db/ aUTrT GLi%k IT Ifro ADAIXSEDst IrTooTo I3 IT
SLIDOMUM X oILI G {3t 1T 4DAF TiTo AIXADT THUID 1Dr @ IIAUXT
0 fi%%i% It Hvo GIIDEteLfr G LT 2006108 216 DAIXSED0Qafrfr F6IT

0° Dg IITCUIAIT IrTooro J<3fr IWDAl ILI,IETr%TLIJ]MI)I,E[rT]I
O wr LIFULT o LIO@ 1774 34D 0 O8Ik ot LpYaE Jeen TG v Lt g,
3 {1L5 625 Cafrr AL 13 I3 AU TaIXIT CIPALK ¥ @ﬂm‘@e ID6T ARG ACiXTO
& AT LTDYE b 707 AT XIS L 6 %>

94| Tish / IXIINE I ROD,I

3t15 / IXMINOY/ { +ZE 1§ 2

8 t IDLIAANLISETRY €1LISE TIGLEGY

<} %g#r %)ETIXA.%IX@DPI AXroQyr TR rrrerT IUTSHr I Il LD Lot @ro

ot Ly DUGTALIMUIT IXT 711X
& LS DAL MIX LipgL Ckro IS 6L

I)I%%ﬂl)#ﬂ%} g

8 YixYGHID Yo LY FCILF %6 ADITALITE]

94T i% b LiNeLBAXT &IXED-L

S(MY hr Jr 77T

3- 1r] ITLLAY It I LD GEx] fir Ly 339 I ID6r%

o{=tr I 16TV ro AXIDDLT ADTRIXATEX ]

dCrrorLpAg3pr 1 FTTWT a7 B @EXP=EXFixPatild A IDoT%

DT L0 1D OIS S AL 140 L0 A0 i D440

° DG @B LIDOY { 1A

8! ADIXLIXT AL

&a LTI {GOIEDETT

3 DTAHIXL DR DGO,

8! TDOWE ALXGURT DT GISTIXE IX DD T IX ]
dv &baDigr 1l

8 {ILFEE B 1Y

3a DAGE BT TAX @ CITLE %
81 TMELISEIDWE A

3/ DIXAT LLiXEDDLE 7LD AXRIDAE bR

8a DOG=LENABT AXILA GDF 1T

da LML 73 "BAG-IXD6 EIbWE DDA

94T % / XM %IRAD,L
315 / XMV { 1B 1§ 2.

8 DY LEALEH T 0Tl Désirr oD e FCTHE oIy DY DYUIT T
aﬁ?ﬁ% e

o/ IXEr TITHA T IrTooTo GLike IT TLAAXT
& LI ELAIR T (6L 1N} B
8 a [Tt or MGLAGY HIXT T TLAIGT I} T46LT
& {UTis ML dOMIXr AT TY 66=

94T i% b LiNeLBAXT &IXAD,L

8{1Lr hr Ty

&/ LITIDF Yax<EX T ATXTA i GEHR T LT TLURTIR T L 6 41X
ITLLAr ofratys

39 THRAA-LID DOYAIIAIX Lppar 11X T4 T



94T i% b LIGELHOXT BIRADI
S YLIA LIIC@Ar T
B%F%WTTDWDMIDM TUIDIXI 7% I I TiLfr ix tr LOXESr ITIR
W40} LIGIAGD,I P e — Bt
8/DAr @] oIy (Y.t

DAL 20D, ITL{ro IXE] ke ket
8/UIIFT Qro X {r X LB ‘.

3

39/ IXIr @ Dt { LITb Ly % IXIT4rT ®
UL DO LY | e

DI UTHXD SR T OGENE e 0Ax OGLAIXT T DI 405 T r ALE LQGexalXRy X6V LIA LITEllh
T 155 HLDRaDET D06y LA LTk T §1% ik v HHER. Skl

Db/ 94T i F1 owh{t a&twlls{LE

Ot MRALT LI 7T J6T CEFTA TIAHIX o T o T4G TRLATXT

O ar L ADIALNEXIILET oLfLeT LE TrAIXI 747 T oL

O QUL X Lt RATXT

O YLYA LITedbr 141 TRGI Lifr T

ot 15 AT Q] 111X GIr 76T Liro LITEY
LD ot {ro LI ADGr I L dIMIXFixA]

Db/ 94T i EDY/{ &Brb5 1% If
899/ { @b I% If

8. (36 LiTIX DHD@AT LPEGrT b

8! aar 11 1XE0r T BALAGXIT Y, AKX DfweDg T4 xTof

Shr T eDfBLIOXILID 46 ILAOIILr D D6 TIX Df

LY ADOR0T T ADGT TE LT TIRIX

1
d
// !

94T it D BLTET | %INGDI

3! 1t LEDAIDGE:
8- Tro AIXID IDIAM I DADAIXE OGR! AIX ADATXSDRIX THLivAT
8/ LIACHT T ALAAT H DO Ts 777 iXDT
S[DDE LD ADGErMIX DA ! tIb Lpod 11X
7 ADGFEIXE D7 AT P LEH Tif LELLiXID, T

D
=
25
7
e
s
'
v

}
o el
v

5
—
7/

Dffig X TRCTrolyeer Tor TP AT8X] S ESHL L Lirxh DO 4LIKHD B

Db/ 94T i% (1 9nh{t G Wik %{L}
SwrB U T IrTooro GLikk IT ILAOXICIGT
8/ B ATixTo DGR ADOATD S VLA LTI T LD aDTMINET 7%
{1 I} IDUAT L{G=
81 AMLEDR QAL i
dAe IDdT @ 1rL)eE Gors ST

Ljxpt :

v GJAAT™

o{IXJarg

8 DAt ot TERGAI X 0GhING SRGAML A LITKMA

899/ { &= UIb] XWX DAG] YLIA LIICEAr T T4 ]

S DAt o TERGAI X OGLING SRGABA fr XIX T 171 T

8! wh{t 23 J=TiIAM@hr Ir YT LD YLYA LITICEAr T AT ]
A DANS o TERGAG X o GbIAGE SRR IXTT LDXLIGTX D, T




LPC1769
LPCXpresso

Samuel Habbo-Gavin

Board Layout

Note: No FPGA

Separation Point M3 Processor

Link/Debug Portion Target Portion

35mm

Process for using LPCXpresso

Use Eclipse-based IDE to program the board
Debug the system using built in debugger
Permanently remove debugging portion
Power and run the target portion

LPC Link2 Debugger Hardware needed after separation

Why use this board?

LCPXpresso is smaller than the SmartFusion board
Low power consumption
Uses a similar Eclipse based IDE

Cortex M3 processor

Pin Layout

Pins

References

Board:
https://www.embeddedartists.com/products/Ipcxpresso/lpcizég_cmsis_xpr.php
IDE:

http://www.nxp.com/products/software-and-tools/software-development-tools/software-tools/Ipc-
microcontroller-utilities/Ipcxpresso-ide-v8.2.2:L PCXPRESSO?tid=vanLPCXPRESSO
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KFUnrtQ&ust=1490158217228545

Outdated Debug



* Breadboard-based prototyping  * PCB-based prototyping

* Fast to build * Slow to manufacture

- Rework easily * In-place rework is nearly impossible
* Cheap * Expensive

* Not so scalable * Clean layout, scalable

What we have

learned

Paper Circuits

Qihan Sun

https://en.wikipedi i_complex.jpg
http:/fwww.linkwitzlab bw.htm

Breadboard-based PCB-based
prototyping prototyping

Breadboard-based Paper circuits PCB-based
prototyping prototyping
* Moderate build time -

* Moderate rework y H
effort

* Moderate price
* Moderate scalability

Something in

between Paper circuits

http:/leecs.umich.ed / [ 6 html
http:/fwww.pcbeart.com/pcb-fablpch-prototype.html

o media.mit.edu-jieqi/2012/03/basic example/

Build time Minutes Hours Hours (soldering
only)
Rework time  Seconds to Minutes to Hours  Days (including
Minutes time waiting for
the new PCB)
| Price 103 for the board 3 for tape Depend on layers
. . - 8 3 . 2s for wires $10 for paint of board
Paper circuits Comparison ol Usvally startsat
$10
Scalability Lowest, couldbe  Moderate, Highest, machine
messy equivalent as manufactured,
single/double- multi-layer
layer PCB available
Extras Lots of resources  Low-profile, Routing tool
immediately flexible circuits available, milling
available in lab achievable technique

instructables.com/id/Paperduino-20-with-Circuit-Scribe/ http://technolojie.com/circuit_sketchbook/
ickstarter.com/projects/electroninks/circuit-scribe-draw-cir ]
vtech.org/wiki/pmwiki.php?n=Main PaperCircuits




* Pro

* Nodry time
* Solderable
T + Conductive tape - Ch t
Building paper e capes
« Conductive paint « Con

circuits

+ Conductive ink

* Only straight line possible
* Fixed trace width

https:/flearn.sparkfu big:

! g:
http:/jtechnolojie.comjcircuit_sketchbook

« Pro
* Easy to draw smooth lines
* Can used as cold solder joint
to attach components to
traces
* Layer more paint on existing
trace to easy fix connection

Conductive
paint * Con
* Not conductive until fully
dry
* Copper based paints could
oxidize and lost conductivity
* Could crack when under
strain

* Pro

* Fastdry time
* Precise lines
* Machine drawing possible

+ Con

+ Components attachment
could be tricky

* Higher price

old-solder-with-bare-p pil instr p

nductive.

archive b
h. 2n=Main.PaperCircuit

Q&A

References:

h-Circuit-Scribe
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H Bridge DC Motor Driver

Yuan Yao
yaoyua@umich.edu

Operation: Rotate
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Rotate Right Rotate Left
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Working Principle

* A circuit that can control the direction and speed of a dc motor.

of

Simple H bridge configuration

52 S

Source: Wikipedia.org

Operation: Brake

Aside B side Aside Bside
L b A 2

() <= QL O T =
o 3 (u ¢

GRb

Brake Operation 1 Brake Operation 2



Short Circuit Avoidance

Aside B side "
S

Operation: Others

o Original Circuit Protective Circuit
Short Circuit Motor Coast
Source: youtube.com
Real H Bridge driver usage Reference
* Common Component * https://en.wikipedia.org/wiki/H_bridge
* https://www.youtube.com/watch?v=iYafyPZ15¢g8
* SN754410 Rt = * http://www.hobbytronics.co.uk/h-bridge-driver-sn754410
M1 Forward (PWM) st jm= 2 Reverse (PWM)
+ 1293D _ - 2 =
5 GND ) o GIND %
gé CNows & jmGND #ﬁ
ey 3 =
M1 Reverse (PWM) ml == M2 Forward (PWM)
+ Motor Power [N wesf Jm= |2 Enable (+5V)
SN754410

source: hobbytronics
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Welcome to Altium

Schematic capture

PCB Design and
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FPGA Design
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Footprint Wizard Footprint Wizard

Footprint Wizard

Top Level PCB Layout Editor




PCB Layout Editor Blank PCB

Defining the Board Shape Defining the Board Shape

e (B,

Defining the Board Shape Defining the Board Shape




Defining the Board Shape Defining the Board Shape
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Laying Out the PCB

Laying Out the PCB Laying Out the PCB
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Laying Out the PCB Laying Out the PCB

Laying Out the PCB . Final Thoughts

e Quirky
e Expensive

e Powerful

Source of the noise

Dealing with brushed DC Motor

noise Armature Drive Shaft Stator

Daniel Bole
dgbole@umich.edu

.

Brushes 4  Commutator



Adding capacitors What if capacitors don’t work?

* Between positive and negative
terminal and between each
terminal and motor casing

* Adding a ferrite choke acts as a
resistor at high frequencies

* Many types of ferrite with

* Generally recommended value different frequency response

of 0.1uF

* Acts as a short at high
frequencies

« Easy to add to existing motors

moecance (chme) 26-530002 size 14.300 x 6.351D x 28 6Length (mm) 10,000
45 ® v 5turns
t & 1,000
L] 8
el ||
75 A 100
18 ~ 4
o ) i g
= R i |
100800 1900200 10200006 106.000.002 1936000000 10
biscecmoord 1 10 100 1,000
Frequency (MHz)
Brushed DC motor no ferrite choke Brushed DC motor with ferrite choke

NSO 30144, MYS2010533 Wed Do 14 185005 2015

NSO 30144, MIS2010533 Wed s 14 183432 2015
100




Questions?



