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ABSTRACT
In Internet mapping, IP address space is divided into a set of
client aggregation units, which are the finest-grained units
for global load balancing. Choosing the proper level of ag-
gregation is a complex and crucial problem, which deter-
mines the total number of aggregation units that a mapping
system has to maintain and the accuracy of client redirection.
In this paper, using Internet-wide measurements provided
by a commercial global load balancing service provider, we
show that even for the best existing client aggregation, al-
most 17% of clients have latency more than 50 ms apart from
the average latency of clients in the same aggregation unit.
To address this, we propose a data-driven client aggregation,
AP-atoms, which can tradeoff scalability for accuracy and
adapts to changing network conditions. Our experiments
show that by using the same scale of client aggregations,
AP-atoms can reduce the number of widely dispered clients
by almost 2× and the 98-th percentile difference in clients’
latencies by almost 100 ms.

1. INTRODUCTION
DNS-based client redirection has been adopted by

many CDN provides like Google [25] and Akamai [13].
Since the local DNS nameserver (LDNS) of a client is
typically co-located with the client, LDNSs are used
as a proxy for nearby clients. To make redirection de-
cisions for billions of clients, a mapping system only
need to measure the performance from servers to hun-
dreds of thousands of LDNSs. However, a recent study
on Akamai’s CDN found that LDNSs are not a good
proxy for nearly 20% of client demand, where clients
use either public resolvers or LDNSs that are remote
to the clients [14]. To better map these clients to the
closest servers, Akamai rolled out the next-generation
mapping system, i.e., end-user mapping, which locates
clients on the Internet using the subnet1 of the clients
rather than their LDNSs. End-user mapping is made
possible by the recent extension to the DNS protocol
(EDNS), which allows recursive nameservers to carry

1A /24 IP block is used (the lowest byte of the client IP is
masked) for anonymity.

the subnet of the client in their DNS queries [9]. To
take advantage of EDNS for global load balancing, the
mapping system has to estimate the path performance
from servers to millions of subnets on the Internet. To
maintain up-to-date path performance estimation for
millions of subnets is not scalable.

Choosing the proper aggregation of clients is to find
a good tradeoff between scalability and accuracy. Using
/24 IP blocks as client aggregations may be accurate in
redirection, but not scalable in terms of performance
estimation. In contrast, aggregating clients by their
LDNSs is scalable, but not accurate for remote clients.
IP blocks with /20 network prefix have been proposed to
be a good tradeoff between scalability and accuracy [14].
Clients can also be aggregated by their geographic lo-
cations [27] and BGP routing paths [22]. In this paper,
we use Internet-wide measurements provided by a com-
mercial global load balancing service provider to study
the performance of existing client aggregations.

We find that even for the best existing aggregation,
almost 17% of clients have latency 50 ms apart from
other clients. To understand the causes for the widely
dispersed clients, we categorize clients based on their
difference in latency and study if clients far away in
latencies also differ significantly in their IP addresses.
We find that the wide dispersal client latencies in exist-
ing aggregations are caused by aggregating clients based
on attributes other than path performance. To address
this, we propose AP-atoms, which group clients based
directly on their path performance to servers. AP-
atoms are data-driven, obtained from the traffic data
available to service providers without incurring extra
measurement loads. To obtain AP-atoms, we use ma-
chine learing algorihtms to identify distinct latency pat-
terns and cluster clients based on these patterns.

Our contributions are summarized as follows:

• To the best of our knowledge, we are the first to
conduct a comparative study of the performance
of existing client aggregation methods.

• We propose a data-driven aggregation method that
can flexibly tradeoff scalablity for accuracy. The
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data-driven property enables our mechanism to
dynamically adapt to changing network conditions.

• We propose to use the modes of RTTs as latency
and use machine learning algorithms to identify
different latency patterns of clients.

2. EXISTING CLIENT AGGREGATIONS
To motivate this study, we first compare the per-

formance of existing client aggregations. To our best
knowledge, these existing aggregation methods have been
studied separately [14, 20, 24, 27], but there has been
no comparative study of the four methods. We use
Internet-wide measurements from a commercial global
load balancing service provider for the comparative study.
Our dataset includes 30 days of measurements. Each
day’s data contains about 1.5 billion measurement records,
occupying approximately 550 GB. Clients in our dataset
cover 86% of countries in the world and are from 4.2 mil-
lion /24s. Path latencies are measured between these
clients and 160 CDN and cloud service providers, in-
cluding Akamai, Amazon, Google, Level3 and Microsoft
Azure, and others. Our dataset does not contain users’
network traffic and passwords. Further details about
our dataset and data processing techniques will be pro-
vided in later sections.

The general principle in client aggregation is to pool
together clients that are similar. Existing aggregations
define client similarity mainly based on one of four at-
tributes: (1) geographic locations, (2) fix-sized prefixes,
(3) BGP routing paths, or (4) LDNSs. Using the first
attribute, clients within a given geographic radius are
gathered together into geo-blocks [27]. Aggregation by
the second attribute simply groups clients by the first
k bits of their IP addresses. Researchers studying Aka-
mai’s end-user mapping suggested /20 prefixes as a good
tradeoff between scalability and accuracy [14]. Aggrega-
tion by the third attribute exploits shared BGP routing
paths amongst clients. Since clients within the same
routable prefix share a portion of their BGP paths, it is
reasonable to aggregate clients into routable BGP pre-
fixes. Aggregation by the fourth attribute is commonly
used by CDNs, where clients using the same LDNS are
aggregated into the same aggregation unit [14,25].

Using our dataset, we simulate the four aggregation
methods above as used in real systems. In Internet
routing, routers choose the next hop to forward pack-
ets using the longest prefix match. Packets sent from
a server to a client are routed to the prefix that shares
the longest common bits with the client’s IP address.
The latency along the routes is the latency between the
server and the client. We thus use the latency mea-
surements between clients and servers in our dataset to
simulate the latency along the routes in Internet rout-
ing.

serverdispersion

centroid

latency of 
the aggregation unit

aggregation unit

(a) Latency dispersion of clients

server 1

server 2

latency = 20ms
dispersion = 100ms

(b) Impact of dispersion

Figure 1: Illustration of latency dispersion

To compare the performance of the four client ag-
gregation methods, we present a metric referred to as
latency dispersion, which measures the differences in la-
tency between clients in the same aggregation unit. The
same concept of dispersion applies to other performane
metrics such as bandwidth and packet loss. Since our
dataset only includes latency measurements, we study
the performance of existing client aggregations in terms
of latency.

2.1 Latency Dispersion
As shown in Figure 1(a), an aggregation unit is an

aggregation of clients. Given a server, we can have two
types of latencies: 1) the latency from each client in
the aggregation unit to the server and 2) the latency
from the aggregation unit as a whole to the server.2 For
scalable management of the Internet, client redirections
are determined by the latencies of aggregation units to
servers [14, 25]. To understand the effects of using la-
tency of aggregation units to perform redirection for all
clients inside the unit, we want to know the difference in
latencies between clients in the same aggregation unit.
We define latency dispersion as follows. The dispersion
of a client to a server is the difference between the la-
tency of the client to the server and the centroid of the
aggregation unit to the server, where the centroid is the
average latency of clients in the aggregation unit. After
we compute the dispersion of each client, we define the
dispersion of an aggregation unit to a server to be the
largest dispersion among all clients in the unit.

Figure 1(b) shows an example on the impact of dis-
persion on server selection. Based on latencies, server
1 is a better choice than server 2 for the aggregation
unit. However, since the dispersion of the aggregation
unit to server 1 is 100 ms, directing all clients in the
unit to server 1 will cause some clients to experience
50 ms larger latency than if they had been redirected
to server 2. To improve the redirection accuracy for all
clients in an aggregation unit, we prefer that the dis-
persion of the aggregation unit to all servers be small.
In the following, we first show the latency dispersion of
existing client aggregations to a single server and then

2To determine the latency of an aggregation unit, one client
in the unit can be selected randomly and its latency is con-
sidered as representative of the unit [25].
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Figure 2: Latency dispersion of existing client aggrega-
tions to a single server

the maximum latency dispersion to all servers.

2.1.1 Latency Dispersion to a Single Server
We use the database of routable BGP prefixes from

CAIDA [7] for aggregation by BGP routing paths and
the IP-to-location database from IP2Location [18] for
aggregation by geographic locations. We aggregate IP
blocks into geo-blocks with a radius of 200 miles. This
results in the 90-th percentile size of geo-blocks equiva-
lent to /20 IP address block size, which incidentally is
also the same as the 89-th percentile size of BGP pre-
fixes. We use /20 IP blocks for fix-sized prefixes and
aggregate clients by their LDNSs. We compare the la-
tency dispersion of the four aggregation methods above
on two granularities: aggregation units and clients.

To calculate latency dispersion, we obtain the laten-
cies from 1.7 million clients to a given server and map
clients to the corresponding aggregation units using the
longest prefix match for each type of client aggregations.
Then, we calculate the dispersion of aggregation units
and clients. Figure 2(a) shows the distribution of la-
tency dispersion of aggregation units to a given server.
BGP prefixes in general have smaller dispersion than
other aggregations, but still have a significant percent-
age (about 14%) of aggregation units with dispersion
larger than 50 ms. Following the study of Google’s
CDN [25], we use 50 ms as a threshold to indicate a
significant difference in latency. Looking at the distri-
bution of latency dispersion of clients in Figure 2(b),
/20 IP blocks have smaller dispersion than other ag-
gregations. About 6% of clients in /20 IP blocks have
dispersion larger than 50 ms. Moreover, the distribu-
tion of dispersion of clients has a long tail, where the
99-th percentile dispersion is about 150 ms for all ag-
gregations.3

2.1.2 Latency Dispersion to Multiple Servers
In global load balancing, since clients of an aggre-

gation unit could be directed to one of a set of candi-
date servers [6], the worst-case performance of clients
is determined by the server to which the aggregation

3In Figure 2(a), BGP prefixes and geo-blocks include a por-
tion of aggregation units with zero dispersion. This is due
to > 50% of aggregation units from BGP prefixes and geo-
blocks being of size /24, comprising of only one client each.
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Figure 3: Maximum latency dispersion of existing client
aggregations to multiple servers

unit has the maximum dispersion among all candidate
servers. Thus, we want to know the maximum dis-
persion of aggregation units and of clients to multiple
servers. To calculate the maximum dispersion, we use
latencies from 2.3 million clients to 10 servers. The dis-
persion of clients to each server is first calculated. If
a client has no measured latency to a server, the dis-
persion of the client to the server is considered unde-
termined. Each client then will have dispersions cal-
culated for up to 10 servers. Among these dispersions,
the maximum one is used as the maximum dispersion of
clients. Recall how we obtained the dispersion of aggre-
gation units to each server from the dispersion of clients.
Similarly, we can obtain the maximum dispersion of ag-
gregation units. Figure 3(a) shows the distribution of
the maximum dispersion of aggregation units to the 10
servers. BGP prefixes and geo-blocks have smaller dis-
persion than /20 IP blocks and LDNS, but almost 26%
of BGP prefixes and geo-blocks have dispersion larger
than 50 ms to at least one server. Figure 3(b) shows
that about 17% of clients in /20 IP blocks and geo-
blocks have dispersion larger than 50 ms to at least one
server.

Comparing Figures 3(a) and 3(b), we can see that
even though BGP prefixes and /20 IP blocks have simi-
lar latency dispersion of clients, BGP prefixes have 20%
more aggregation units with dispersion less than 50 ms
than /20 IP blocks do. This is because BGP prefixes
and geo-blocks have 40% of aggregation units with zero
dispersion, where 98% of these aggregation units are
/24s. However, compared to /20 IP blocks, BGP pre-
fixes and geo-blocks both have very large aggregation
units, which could easily have large dispersion if clients
included are not similar. Indeed, among the aggrega-
tion units with dispersion larger than 250 ms in BGP
prefixes, 73% are of size at least /19 while only 7% are
of size /22 or smaller. Similarly, among aggregation
units with dispersion larger than 250 ms in geo-blocks,
80% are of size at least /19 and only 4% are of size /22
or smaller. As the numbers show, aggregating clients
by attributes could result in widely dispersed clients,
regardless of aggregation unit sizes.

2.2 Causes for Large Dispersion
An aggregation unit has large dispersion when the
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Figure 4: Distribution of the pruned ratio

latencies of a small portion of clients (outliers) differ
significantly from the latencies of other clients in the
same aggregation unit,4 or when the aggregation unit
includes clients that should be in different aggregation
units (over-aggregation).

2.2.1 Identifying Outliers and Over-aggregation
To study the two causes, we look at the aggregation

units with dispersion larger than 50 ms and determine
the minimum set of clients that must be pruned to ob-
tain dispersion less than 50 ms. We use a greedy algo-
rithm to minimize the number of clients in the pruned
set. The greedy algorithm starts from all the clients
in the aggregation unit and first prunes the client that
has latency furthest from the average latency of clients.
Then, the process is repeated with the rest of the clients
until the dispersion of the aggregation unit is less than
50 ms. Then, we calculate the ratio of the number of
clients in the pruned set to the number of remaining
clients (pruned ratio). Figure 4 shows the distribution
of pruned ratios for the four aggregation methods. Over
70% of aggregation units of any of the four methods
have a pruned ratio less than 0.4, which implies that in
at least 70% of aggregation units with large dispersion,
a majority of clients have dispersion less than 50 ms.
This is the reason Figures 3(a) and 3(b) show that the
percentage of aggregation units with the same disper-
sion is larger than that of clients.

We consider an aggregation unit as containing out-
liers if they have a pruned ratio 0.1 or less. Since a /20
IP block includes at most 16 /24 clients, almost no /20
IP blocks have a pruned ratio less than 0.1. Of the other
three aggregation methods, 25% to 31% of their aggre-
gation units have a pruned ratio less than 0.1. Among
these aggregation units, over 84% of them are of size
at least /18 for BGP prefixes and geo-blocks. We find
that among aggregation units of size /18 or larger, the
percentages of the ones with a pruned ratio less than
0.1 are 81% for geo-blocks, 85% for BGP-prefixes, and
87% for LDNS.

If we now consider aggregation units with a pruned

4As discussed in Appendix, less than 2% of large dispersion
cases are caused by outliers experiencing atypical latencies
such as caused by network congestion. As has also been
asserted in the literature, we speculate that the majority of
outliers have limited network resources, such as low access
bandwidth [15].

ratio larger than 0.2 to be due to over-aggregation, among
aggregation units of size /18 or larger, 10% of geo-
blocks, 9% of BGP prefixes and 4% of aggregations by
LDNSs with large dispersion are due to over-aggregation.

2.2.2 Inflexibility of Existing Aggregations
Existing aggregation methods partition Internet ad-

dress space by clustering clients similar in certain at-
tributes. The attributes used by the four existing ag-
gregation methods we have studied do not necessarily
reflect path performance experienced by clients. More-
over, given an attribute by which clients are aggregated,
partitioning of the address space is fixed, not adaptive
to changing network conditions. As we have seen, this
inflexibility causes the outliers and over-aggregation prob-
lems described above. In this section, we further an-
alyze the relationship between inflexible address space
partitioning due to the use of arbitrary, non-performance
related attributes and the presence of outliers and over-
aggregation.

Outliers and over-aggregation are due to clients’ hav-
ing large distances in their latencies (latency distance).
We now study how latency distance relates to distance
in IP addresses (address distance), i.e., how clients far
away in latency can be separated by splitting address
space. We use the same definition of address distance
used by Lee and Spring [29]. For each client in the
pruned set, we choose the top 10% furthest clients in
latency and refer to them as distant clients. Then, we
calculate two address distances: 1) from the client in
the pruned set to the distant clients and 2) between
distant clients. For the first measure, we calculate the
address distance between the client and each of the dis-
tant clients, and use the average as the address distance.
For the second measure, we calculate the address dis-
tance between each pair of the distant clients and use
the average as the address distance.

For existing aggregation methods, we find that about
37% to 47% of outliers are closer to the distant clients in
address space than the distant clients are among them-
selves. Thus to separate them from the distant clients
would require segregating them into their own, small
aggregation units, e.g., /24s. For the remaining 53%
to 63% of outliers, since they are further apart from
the distant clients than the distant clients are apart
amongst themselves, we could further divide the ad-
dress space. In the case of over-aggregation, only 7%
of clients are closer to the distant clients than the dis-
tant clients are apart amongst themselves, in address
space. This means that for most clients in the case of
over-aggregation, being far apart in latency to distant
clients implies being far apart in address space. Thus,
these clients should be easily separated from the distant
clients by further dividing the address space. In the fol-
lowing, we introduce AP-atoms which takes advantage
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Figure 5: Four patterns of latencies

of the above observations and allow for flexible address
space boundaries that adapt dynamically to network
condition.

3. AP-ATOMS
In contrast to existing aggregation methods, AP-atoms

are data-driven aggregation. It aggregates clients based
on their latencies. Each AP-atom includes clients with
similar latencies. The similarity in latencies, which de-
termines the dispersion of clients, can be controlled de-
pending on the requirements on the accuracy of client
redirection. Since AP-atoms aggregate clients based on
their latencies and the latencies of clients change with
network events, e.g., route changes, AP-atoms dynam-
ically adapt to changing network conditions, resulting
in high-accuracy aggregation. Futher, AP-atoms are
server-independent : the dispersion of aggregation units
and of clients is small whichever server they are redi-
rected to. To achieve server-independence, for each
server, we find a set of aggregation units that have small
dispersion to the server, which we call AP-atom can-
didates. Then, we merge the AP-atom candidates to
obtain AP-atoms. In the following section, we first in-
troduce how to obtain AP-atom candidates and then
discuss how to merge AP-atom candidates.

3.1 AP-atom Candidates: Single-Server View
We start with the latencies between a server and its

clients, which can be obtained, for example, from the
TCP round-trip time estimates of the clients’ connec-
tions at the server. Client latencies, observed over time,
change with network events and thus have different pat-
terns. We cluster clients based on patterns in their la-
tency data and transform these client clusters into AP-
atom candidates. In this section, we present patterns in
latency data. We defer discussion on how to recognize
latency patterns to the Appendix.

3.1.1 Latency Patterns

Before introducing patterns in latency data, we first
discuss how to determine latency. If individual IP ad-
dresses have a large number of measured RTTs, the
minimum or median RTT is commonly used as latency
[15, 25]. However, to preserve client privacy, the finest
address prefix granularity in our dataset is /24. As
recent work has shown, it is possible for /24 address
prefixes to include individual clients (with 32-bit IP ad-
dresses) that are dissimilar in latencies [21]. We use
the modes of RTTs as latency. Since RTTs can have
multiple modes, using modes instead of the minimum
or median latency helps us distinguish dissimilar clients
within the same /24 address block.

Figure 5 shows four patterns of RTT samples taken
from /24 blocks. When individual clients in the same
/24 block are similar in latencies, their combined RTTs
either have a single mode as in Figure 5(a) or mutliple
modes that do not overlap in time, as in Figure 5(b). A
single mode occurs when RTTs are measured in a sta-
ble period of the network, where the network could be
either uncongested or persistently congested. Multiple
non-overlapping modes occur when RTTs are measured
in a period including network condition changes, e.g.,
congestion or route changes. As individual clients are
similar in latency, their RTTs change with the changing
network conditions, resulting in non-overlapping multi-
ple modes. Figure 5(c) shows a pattern including mul-
tiple modes that overlap in time, which we refer to as
overlapping modes. Due to insufficient or noisy mea-
surements, the modes of RTTs could be unidentifiable,
which we refer to as unidentifiable modes. Figure 5(d)
shows an example of noisy RTTs, where RTTs take a
large range of values and thus no mode can be identified.

3.1.2 Clustering Clients Based on Latency Patterns
We want to cluster clients such that clients in the

same cluster have similar latencies. The latency pat-
tern of a client is identified for a given time period
and can change over different time periods, depending
on the network events in the periods. To ensure that
clients that experienced the same network event, i.e.,
having the same latency pattern, can be found, we clus-
ter clients based on latency patterns identified for the
same time period. In the next section, we will discuss
how to consolidate latency patterns over different time
periods.

Once we have identified the latency patterns, we di-
vide clients having the same latency pattern into the
same group. For each group, we cluster clients based on
the distance between their latencies. At any given time,
the distance between latencies is the difference between
the modes of latencies, the tolerance for which can be
controlled by a pre-defined threshold. For clients with
overlapping modes, since they already include individ-
ual clients with dissimilar modes, we consider that each
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of them is a cluster by itself. Because /24 address pre-
fixes are the finest granularity in our dataset, we cannot
further split clients in such clusters even if they could
have the distance between latencies larger than the pre-
defined threshold. Nonetheless, since we can identify
when a /24 client has overlapping modes, this problem
can be further investigated by active probing individual
clients in the /24 block.

For clients with non-overlapping modes, we deter-
mine if two clients should be in the same cluster by
merging the RTTs of the two clients and then checking
the latency pattern of the merged RTTs. If the merged
RTTs continue to have non-overlapping modes, the two
clients shoud be in the same cluster; otherwise, they are
in different clusters. Two clients with non-overlapping
modes are in the same cluster only if the modes of la-
tencies of the two clients are similar both in values and
in time duration. The degree of similarity is determined
by the algorithm to identify latency patterns in the Ap-
pendix. To cluster clients with a single mode, we use the
quality threshold (QT) clustering algorithm [28]. Since
all clients only have a single mode, each of them is asso-
ciated with the value of the mode and the QT algorithm
clusters clients based on the values of their modes. The
QT algorithm takes the pre-defined threshold as a pa-
rameter for clustering. After clustering, clients in the
same cluster have difference in modes less than the pre-
defined threhold.

Since the algorithms to identify latency patterns and
the QT algorithm are of superlinear complexity [3, 11],
clustering all clients together is of high complexity. We
thus divide the Internet address space into prefixes of
proper size, which we refer to as the top prefix, and clus-
ter clients using the QT algorithm only within each top
prefix, not across them. For the sizing of top prefixes,
there is a tradeoff between scalability and computa-
tional complexity. As will be discussed in Section 3.1.4,
the number of top prefixes affects the number of AP-
atoms. Considering both scalability and computional
complexity, we use /16s as top prefixes and need 45K
/16s to cover the entire Internet address space in the
592K routable BGP prefixes provided by CAIDA.

3.1.3 Evolution of Client Clusters
Given a server, we can use latency patterns of clients

in a single period to obtain the clusters of clients in
that period (single-period clusters). Due to changing
network conditions and the emergence of new clients,
single-period clusters can only reflect the similarity of
clients in one period. For each top prefix, we want a
set of client clusters that dynamically adapts to the
changing network conditions and cumulatively accom-
modates new clients. Further, since the latency pat-
terns of clients could be misidentified in any one time
period, we want to be able to correct the misidentifi-

cation over time. We refer to such client clusters as
cumulative clusters. As cumulative clusters use laten-
cies of clients from both the past and current periods,
cumulative clusters include a larger number of clients
and more accurate latency patterns of clients.

Suppose we want to obtain the cumulative clusters
in the (n + 1)-st period. We first consolidate clients
in the cumulative clusters in the n-th period together
with clients in the single-period clusters in the (n+1)-st
period, and then correct the latency patterns of clients
that are misidentified. The cumulative clusters in the
n-th period are obtained from the latency patterns of
clients from the first to the n-th periods. When n is
equal to 1, the cumulative clusters are the single-period
clusters in the first period. Depending on whether a
client has identifiable latency patterns on the n-th and
(n+1)-st time periods, we have three cases (not includ-
ing the case when the client has no identifiable latency
patterns on both periods). For each case, we must treat
clients differently based on their latency patterns.

In the first two cases, a client has an identifiable la-
tency pattern in the (n + 1)-st period. We cluster the
client using the latency pattern and record the latency
pattern for correction later. In the second case, a client
has no identifiable latency pattern in the (n+ 1)-st pe-
riod. We want to use the client’s latency pattern in the
n-th period to infer the one in the (n + 1)-th period
for the consolidation. More specifically, in the first two
cases, if the client has overlapping and non-overlapping
modes, the client is in the single-period cluster of the
client in the (n+ 1)-st period. If the client has a single
mode, we calculate the moving average of the mode and
use the moving average to cluster the client with other
single-mode clients later. Using moving average is to
smooth the mode and thus be more resilient to atypical
modes.

In the third case, if the client has overlapping modes
in the n-th period, it is a cluster by itself in the (n+1)-
st period. If the client has a single mode, the moving
average of its mode in the n-th period carries to the
(n + 1)-st period and the moving average is used to
cluster the client with other clients. If the client has
non-overlapping modes, we check if the client is in the
same cluster with other clients, referred to as in-cluster
clients. If there is no in-cluster client, the client is a
cluster by itself in the (n + 1)-st period. If in-cluster
clients exist, we use the most frequent pattern of these
clients in the (n + 1)-st period as the latency pattern
of the client. It is possible that none of the in-cluster
clients have identifiable pattern in the (n+ 1)-st period
or the most frequent pattern still has non-overlapping
modes. In this case, the client and its in-cluster clients
are still in the same cluster in the (n+1)-st period. If the
most frequent pattern has overlapping modes, the client
is in a cluster by itself in the (n + 1)-st period. If the
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most frequent pattern has a single mode, the average
mode of the in-cluster clients is used as the mode of
the client in the (n + 1)-st period. We calculate the
moving average using the mode for the client and use
the moving average to cluster the client with the other
clients later.

After the operations above, clients in the two pe-
riods are consolidated. We then correct the latency
patterns of clients to their most frequent latency pat-
terns, but we do not correct the latency patterns of
clients that have non-overlapping modes to the most fre-
quent latency pattern, because non-overlapping modes
are most likely temporary, due to network events. Since
clients with non-overlapping and overlapping modes are
already clustered, we must cluster clients with a sin-
gle mode using the QT algorithm, which operates on
the moving averages of their modes. All the resulting
clusters combined comprise the cumulative clusters of
clients in the (n + 1)-st period. In the following, we
use cumulative clusters to get AP-atom candidates and
simply refer to cumulative clusters as clusters.

3.1.4 AP-atom Candidates: Optimal Prefix Splitting
After clustering, we obtain client clusters with simi-

lar latencies to a given server. However, these clusters
only include clients whose latency patterns are identifi-
able in our dataset. There are still a significant portion
of clients having unidentifiable latency patterns, which
means we cannot directly use these clusters for global
load balancing. Instead, we use them as a guide to
generate a set of prefixes that cover the entire Internet
address space.

Given a server, we can have a set of client clusters
in each top prefix. Our goal is to find the minimum
set of prefixes (i.e., AP-atom candidates) for each top
prefix such that 1) these prefixes can cover the entire
address space of the top prefix and 2) using the longest
prefix match, clients in the same cluster are matched
into the same prefix and clients in different clusters are
matched to different prefixes. The longest prefix match
algorithm [26], widely used for Internet routing, always
finds the prefix that shares the most number of common
bits with the address of the client. This property guar-
antees that even when one prefix is included in another
prefix, the client can still be matched to the correct one.
In the following, we refer to this problem as optimal pre-
fix splitting.

To obtain the minimum set of prefixes, we construct a
binary tree from all the prefixes covered by the address
space of the top prefix. Each node in the tree is a prefix,
where the root of the tree is the top prefix and the leaves
are /24 clients. The children of a prefix /x are two
/(x+1) prefixes that evenly split the /x prefix. Clusters
of /24 clients are indexed and each /24 client, if it has
an identifiable latency pattern, is associated with the

number of the cluster that the client is in. Clients in the
same cluster have the same cluster number and must be
matched to the same prefix. Clients with no identifable
pattern has no cluster number and can be matched to
any prefix depending on how the address space is split.
Among all the nodes in the tree, we want to select the
minimum number of nodes that can achieve the optimal
prefix splitting, where the prefixes at the selected nodes
comprise the minimum set of prefixes. For each node in
the tree, we have two choices, either selecting the node
or not.

Let us start the node selection from the top prefix.
If the top prefix is not selected, the minimum set of
prefixes is the union of the minimum sets of prefixes
needed to achieve the optimal prefix splitting for the
left and right children of the top prefix. If the top pre-
fix is selected, there could be multiple clusters of clients
in the subtree of the root node, where the subtree of
a node consists of the node and all descendents of the
node. We must determine which cluster of clients the
top prefix should cover under the longest prefix match.
Because clients in different clusters should be matched
to different prefixes, each prefix can only cover one clus-
ter. Suppose the top prefix is selected to cover the i-th
cluster. To guarantee that clients in the i-th cluster
are matched with the top prefix under the longest pre-
fix match, for other prefixes we must select the largest
ones whose subtrees do not include clients in the i-th
cluster; otherwise, since these prefixes are smaller than
the top prefix, clients in the i-th cluster in the subtree
of these prefixes will be matched with them rather than
the top prefix under the longest prefix match. We refer
to such prefixes as complementary prefixes to the top
prefix. To generalize the definition, the complementary
prefixes to a prefix are the largest prefixes that are in
the subtree of the prefix and do not include any client
from the cluster covered by the prefix under the longest
prefix match. When the top prefix is selected, the min-
imum set of prefixes to achieve the optimal prefix split-
ting is the top prefix and the union of the minimum
set of prefixes needed for each complementary prefix to
the top prefix, where the set of complementary prefixes
depends on which cluster the top prefix covers.

From the selection process above, we can see that the
problem of optimal prefix splitting can be divided into
similar subproblems. We can use dynamic program-
ming to solve the problem as follows. Suppose we have
a node u and want to know the optimal splitting of
the prefix at node u. We denote the minimum number
of prefixes needed as Fopt(u). The set of prefixes that
achieve the minimum number of prefixes is the mini-
mum set of prefixes. We denote the number of prefixes
needed by selecting node u as Fin(u, i), where i is the
cluster number of the clients that the prefix at node u
must cover under the longest prefix match. We index
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clusters from 1 and use Fin(u, 0) for the case that no
cluster is included in the subtree of node u. Suppose the
i-th cluster is chosen to be covered by the prefix at node
u. We denote the set of complementary prefixes to the
prefix at node u as Pu,i. The subtree of each comple-
mentary prefix includes a set of clusters—the set may
be empty. We denote the set of clusters in the subtree
of node v as Sv, where Sv is empty if no cluster is in the
subtree of node v. If node u is not selected, no cluster
is covered by the prefix at node u and the optimal split-
ting is determined by the children of node u, denoted as
Cu. We denote the number of prefixes needed by not se-
lecting node u as Fout(u). Thus, the optimal solution is:

Fopt(u) = min {mini∈Su
{Fin(u, i)} , Fout(u)} ,

where mini∈Su {Fin(u, i)} is the minimum number of
prefixes among all cases when different clusters in the
subtree of node u are chosen to be covered. Based on
the selection process, we also have that

Fin(u, i) = 1 +
∑

v∈Pu,i

Fopt(v)

and

Fout(u) =
∑

v∈Cu

Fopt(v).

We use dyanmic programming to compute the opti-
mal solution. When traversing the binary tree, we stop
at a node either when the subtree of the node includes
no cluster or a single cluster. Suppose we stop at node
v. If node v includes no cluster, we set Fin(v, 0) = 1,
because no further search is needed. If node v includes
a single cluster and the cluster number is i, we set
Fin(v, i) = 1. In both cases, we set Fout(v) to ∞ such
that the prefix at node v must be included to guaran-
tee that either the entire address space is covered or
each cluster is covered by a prefix. After we obtain
the minimum set of prefixes, each prefix is an AP-atom
candidate.

3.2 AP-atoms: Multi-Server View
We now have a set of AP-atom candidates for each

server, where clients in the same AP-atom candidate
have small distances between their latencies to the server.
Since the sets of AP-atom candidates to different servers
may be different, we next merge these sets to obtain AP-
atoms. The goal of this merging operation is to achieve
server-independence. Under the longest prefix match
rule, the merging can be easily done by combining the
set of AP-atom candidates of each server. Suppose we
have a client that is in the prefix a1.b1.c1.d1/x1 to server
1 and is in the prefix a2.b2.c2.d2/x2 to server 2. For the
two prefixes, since they cover the same client, the larger
prefix must include the smaller one, i.e., the address
space covered by the smaller prefix is within the ad-
dress space covered by the larger one. After combining
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Figure 6: Locations of servers

the sets of AP-atom candidates, we have both prefixes
in the set of AP-atoms. Under the longest prefix match
rule, the client is matched to the smaller prefix. Since
the larger prefix includes the smaller one, the client is
also in the larger prefix and thus has small dispersion
to both servers.

Combining the set of AP-atom candidates to each
server can give us the set of AP-atoms, but this set
includes many empty prefixes, i.e., the ones that no
clients are matched to. In other words, the address
space covered by an empty prefix is the combination of
the address spaces covered by other small prefixes. For
instance, if the set of AP-atoms includes a /x prefix
and two /(x+1) prefixes that evenly divide the address
space of the /x prefix, the /x prefix is an empty prefix.
After pruning all empty prefixes, we obtain the finalized
set of AP-atoms.

4. PERFORMANCE EVALUATION
We use 30 days of latency measurements between

clients and 10 servers, where the locations of servers are
shown in Figure 6. Due to data sparsity, as discussed in
the Appendix, we divide 30 days into 15 two-day peri-
ods and use measurements from two consecutive days to
identify latency patterns. To present the capability of
AP-atoms in trading off scalability for accuracy, we ob-
tain three sets of AP-atoms using different pre-defined
thresholds for the QT algorithm. The numbers of AP-
atoms on these sets are chosen to be on scales that are
larger than, equal to, and smaller than the number of
aggregation units under existing aggregation methods
respectively. Each set of AP-atoms is compared against
existing aggregation methods in terms of scalability and
server-independence.

4.1 Scalability of AP-atoms
We look at the scalability of AP-atoms in three as-

pects: 1) the scaling of AP-atoms over time, 2) the
scaling of AP-atoms over the number of servers and 3)
the distribution of prefix sizes of AP-atoms. The third
aspect tells us the reasons for the advantages of AP-
atoms over existing aggregation methods in terms of
scalability.
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Figure 7: Scalability of AP-atoms

4.1.1 Scaling of AP-atoms over Time
Since AP-atoms evolve, we want to know the scaling

of AP-atoms over time and the factors that affect the
number of AP-atoms. Figure 7(a) shows the number
of AP-atoms over 15 periods, where AP-atom(k) de-
notes the AP-atoms obtained by setting the pre-defined
threshod equal to k ms, meaning that the radius of clus-
ters in the QT algorithm is less than k ms. In general,
as the period number increases, the total number of AP-
atoms under all thresholds increases. The increment is
mainly caused by the appearance of new clients, clients
that never have an identifiable latency pattern in the
previous periods. Depending on the latency patterns,
new clients can cause the number of AP-atoms to in-
crease in three ways: 1) If the new client has a single
mode and the mode is far away from the modes of other
clients, a separate cluster will be needed for the client.
2) If the new client has non-overlapping modes not sim-
ilar to the latency patterns of other clients, the client
will be in a separate cluster. 3) If the new client has
overlapping modes, the new client will be in a separate
cluster by itself.

Figure 7(b) shows the number of new clients in each
period. In the first five periods, there are at least 100K
new clients in each period and even until the last period,
there are still about 20K new clients. When the number
of new clients becomes stable at the 10-th period, the
number of AP-atoms(50) and AP-atoms(75) increases
slowly. In constrast, AP-atoms(35) are sensitive to new
clients and increase with a rate of 15K per period after
the 11-th period. Comparing AP-atoms(35) and AP-
atoms(75), we see that a large threshold helps accom-
modate new clients without incurring a significant num-
ber of new AP-atoms. This is because most clients have
a single mode, which can be easily accommodated with
other clients when the threshold is large. When the last
period ends, we obtain 895K AP-atoms(35), 563K AP-
atoms(50) and 322K AP-atoms(75), which are 1.51×,
0.95×, and 0.54× the 592K number of BGP prefixes.
To cover the address space of BGP prefixes, we need
693K /20 IP blocks. Since geo-blocks generally have
smaller aggregation units than BGP prefixes, we need
more geo-blocks to cover the entire address space.

It is noticeable that even when there are more than
100K new clients appearing in the second period, the
number of AP-atoms(75) in the second period is still

smaller than that in the first one. The decrement is
caused by the correction of clients’ latency patterns.
From the first to the second period, clients identified
to have non-overlapping and overlapping modes in the
first period are corrected to have a single mode in the
second one. Under a large threshold, all these clients
that change to have a single mode can be clustered with
other cilents, causing the total number of AP-atoms(75)
to decrease. The latency patterns of such clients also
change when the threholds are equal to 35 ms and 50
ms, but as AP-atoms(35) and AP-atoms(50) are more
sensitive to new clients, the total still increases.

4.1.2 Scaling of AP-atoms over the Number of Servers
To be server-independent, AP-atoms are obtained by

merging the AP-atom candidates of each server. We
want to know the scaling of AP-atoms over the number
of servers. Figure 7(c) shows the number of AP-atoms
under different numbers of servers. As the number of
servers increases, the number of clients accommodated
into AP-atoms increases sharply (not shown here). At 8
servers, about 98% of clients have been accomondated
into AP-atoms, but this does not slow down the lin-
ear increment of AP-atoms from server 9 to 10. The
key reason for the increment is because AP-atom can-
didates of each server are obtained separately without
considering others. More specifically, AP-atom candi-
dates of a server are generated by the optimal prefix
splitting based on the set of clients to the server, while
servers have different sets of clients, which results in
different sets of AP-atom candidates. An optimization
across servers would further decrease the number of AP-
atoms, which is a subject of our future research.

For small-scale CDNs with servers in 30 to 40 loca-
tions [2], the scaling of AP-atoms is not a concern. Even
when the AP-atom candidates of all servers are used,
based on the trend of AP-atoms(75) in Figure 7(c),
the number of AP-atoms is approximately 470K for
40 servers, which is 0.8× the number of BGP prefixes.
For large-scale CDNs with more than 1K locations of
servers [14, 23], we can select servers whose views of
AP-atom candidates differ significantly and only merge
AP-atom candidates of these servers.

4.1.3 Distribution of Prefix Sizes
We have compared AP-atoms with existing aggrega-
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Figure 8: Server-independence

tion methods in terms of the total number of aggrega-
tions needed to cover the Internet address space, but the
total number cannot tell us the reasons for the scale of
aggregation units. We look at the distribution of prefix
sizes to understand the advantages of AP-atoms over
existing aggregations. Figure 7(d) shows the distribu-
tions of prefix sizes of BGP prefixes and the three sets
of AP-atoms, where the 1.6% of BGP prefixes smaller
than /24 are not counted for the distribution. Since
the IP2Location LITE database does not include the
entire Internet address space, geo-blocks are not com-
pared here. The largest prefix size of BGP prefixes is
/8, while as AP-atoms are split from /16 top prefixes,
AP-atoms have the largest prefix size equal to /16.

The three sets of AP-atoms include about 43K /16s,
which are the 97% of all /16s we use to cover the en-
tire address space. Large prefixes, due to covering large
address space, are preferred to minimize the number of
aggregation units. For each prefix size smaller than /16,
AP-atoms(75) use a smaller number of prefixes than
BGP prefixes and thus have a total number that is half
the number of BGP prefixes. AP-atoms(50) have al-
most equal number of prefixes as BGP prefixes for each
prefix size and thus have the same scale as BGP prefixes,
while AP-atoms(75) include higher numbers of /23s and
/24s than BGP prefixes. From the figure, we can see
that the different scales of AP-atoms are mainly due
to using different numbers of /23s and /24s. In other
words, top prefixes generally must be split into small
prefixes under a small threshold. It is interesting to
note that only 5% of AP-atoms(50)’s /24 aggregation
units prefixes are also BGP /24 prefixes. The /24 ag-
gregation units in AP-atoms(50) are constructed based
on path performance whereas /24 BGP prefixes reflect
commercial organizational decisions that do not neces-
sarily reflect different network performances.

4.2 Server-Independence
To be server-independent, an aggregation unit must

have small dispersion to all servers, i.e., the maximum
dispersion of the aggregation unit to all servers must
be small. We have presented the maximum dispersion
of existing aggregations in Section 2.1 and use the best
existing aggregation to compare against AP-atoms. We
first check if clients in the past and current periods
have been properly accommodated in AP-atoms and
then look at the performance of AP-atoms to deal with

clients in future periods.

4.2.1 Capability of Accommondating Clients
AP-atoms accommodate clients based on the latency

patterns of clients in the past periods. If clients are
properly accommodated in AP-atoms, we would expect
the maximum dispersion of the clients calculated using
the latencies in the past periods to be small. We use the
AP-atoms in the last period for the experiments. Since
the maximum dispersion of /20 IP blocks is the smallest
among existing aggregations (Figure 3(b)), we compare
the three sets of AP-atoms with /20 IP blocks. Figure
8(a) shows the maximum dispersion of clients calculated
using latencies from the first to the 15-th period. Com-
pared to /20 IP blocks that have 17% of clients with
maximum dispersion larger than 50 ms, AP-atoms(35)
only have 1.5% of clients with the maximum disper-
sion larger than 50 ms. This implies that AP-atoms(35)
properly accommodate clients in terms of latency. The
main reason for AP-atoms(35) not able to control the
dispersion of all clients less than 50 ms is because the
threshold is 35 ms, which allows clients in the same AP-
atom to have the maximum dispersion up to 70 ms. As
the threshold increases to 75 ms, 12% of clients have
maximum dispersion larger than 50 ms.

4.2.2 Dispersion and Latency Prediction
To use AP-atoms in practice, AP-atoms in the n-

th period (including the n-th period) must be server-
independent in the future (n+ 1)-st period. From Fig-
ure 7(b), we can see that the number of new clients
starts to slow down from the 10-th period. We consider
the 10-th period as the time that AP-atoms have ac-
cumulated enough clients. From the 10-th to the 15-th
period, we use AP-atoms in the n-th period as the ag-
gregation units in the (n + 1)-st period and calculate
the dispersion of clients in the (n+ 1)-st period. Given
a server, the dispersion of a client to the server is the
maximum dispersion of the client over all periods to the
server. Using the dispersion of a client to each server,
we obtain the maximum dispersion of the client to all
servers.

Figure 8(b) shows the distribution of the maximum
dispersion of aggregation units. Because the maximum
dispersion of aggregation units in BGP prefixes is the
smallest among existing aggregations (Figure 3(a)), we
compare AP-atoms with BGP prefixes. While BGP
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prefixes have 26% of aggregation units with dispersion
larger than 50 ms, AP-atoms(35) can reduce such ag-
gregation units to 4%. The aggregation units with zero
dispersion are mainly /24s. It is interesting to note that
the percentage of /24s in AP-atoms(75) is 12% less than
that in BGP prefixes, but in Figure 8(b), the percent-
age of aggregation units with zero dispersion in AP-
atoms(75) is higher than that in BGP prefixes. This is
because /24s in AP-atoms are identified by their traffic
in the past and clients with past history of traffic to a
service provider are generally more likely to have traf-
fic to the service provider in the future. Thus, /24s in
AP-atoms(75) are more likely to have traffic than the
/24s in BGP prefixes.

Figure 8(c) shows the distribution of the maximum
dispersion of clients, where /20 IP blocks are compared
with AP-atoms. About 13% of clients in /20 IP blocks
have dispersion larger than 50 ms. Even with a scale of
aggregation units that is 0.46× the number of /20 IP
blocks, AP-atoms(75) can reduce this number to 10%.
With a scale that is 1.3× the number of /20 IP blocks,
AP-atoms(35) reduces this number to 3.5%.

5. RELATED WORK
In Internet mapping, clients are aggregated to ag-

gregation units for scalable management of the Inter-
net. Choosing the proper level of aggregation is a com-
plex and crucial problem [6]. Exisiting aggregations
generally aggregate clients based on several attributes:
(1) geographic locations, (2) topological proximity, (3)
LDNSs, or (4) fixed-size prefixes. In geoclustering, clients
with geographic proximity are aggregated into geoclus-
ters [27]. By considering BGP prefixes as a natural
group of Internet clinets, geoclusters are obtained by
splitting BGP prefixes into smaller prefixes until clients
in prefixes have consensus on their geographic loca-
tions. Aggregating clients by topological proximity can
be conducted at the prefix level or router level. Clients
in the same BGP prefix largely have identical Inter-
net routing. In anycast CDNs, clients are in the same
BGP prefix are redirected to the same server and the
nearest server is the one with the shortest BGP routing
path to clients [4, 5, 22]. In iPlane, clients are aggre-
gated into BGP prefixes to construct a topological map
for the Internet [16, 17]. Moreover, in latency-based
client redirection, the latency from the representitive
client in a BGP prefix to a server is used as the la-
tency from all clients in the prefix to the server [25].
The geographic locality of BGP prefixes has also been
studied [24]. Recently, Lee and Spring [29] developed a
method to aggregate /24s based on the last-hop routers
or non-hierarchical relationships. However, since the
method relies on topology discovery, which makes the
aggregates hard to cover the entire Internet address
space.

Aggregating clients by LDNSs is widely used in DNS-
based CDNs [13,25], where clients using the same LDNS
are redirected to the same server. As the DNS infras-
tructure evolves, the number of clients using remote
DNS services grows, causing the mismatch problem be-
tween clients and LDNSs [10,20]. To solve this problem,
end-user mapping directly uses the subnets of clients
included in the EDNS queries to locate clients on the
Internet [14]. However, end-user mapping requires the
mapping system estimate the performance from servers
directly to client aggregations [13]. Thus, a proper ag-
gregation is crucial to both the scalability and accuracy
of the mapping system. Using a heuristic method, Chen
et al. [13] suggested that /20 IP blocks are a good trade-
off between scalability and accuracy.

Our work is also related to those studying whether
/24s are a good aggregation unit. Krishnan et al. stud-
ied the similarity between individual clients in /24 pre-
fixes in terms of geographic co-locality [21]. Lee and
Spring studied the similarity between individual clients
in /24 prefixes in terms of topological proximity [29].
Both works confirm that /24 prefixes are not necessar-
ily the smallest aggregation units.

6. CONCLUSION
In this paper, we presented a comparative study of ex-

isting client aggregation methods and found that even
for the best existing client aggregation, a significant por-
tion (17%) of clients are far away from other clients in
the same aggregation unit in terms of latency. We an-
alyzed the causes for the widely dispersed clients and
found the main cause to be that existing methods ag-
gregate clients based on attributes other than path per-
formance. To address this, we proposed a data-driven
aggregation called AP-atoms, which group clients based
on their path performance. The data-driven property
enables AP-atoms to dynamically adapt to network changes.
We studied the scalability of AP-atoms and compared
AP-atoms against existing aggregation methods. Our
results showed that AP-atoms can flexibly trade off scal-
ability and accuracy. Using the same scale of aggrega-
tion as existing methods, AP-atoms can reduce widely
dispersed clients by 2× and reduce the 98-th percentile
difference in clients’ latencies by almost 100 ms.

For future work, we want to further improve the scal-
ability of AP-atoms by optimizing the set of AP-atom
candidates across servers. Moreover, we want to use
AP-atoms for performance prediction, which could sig-
nificantly reduce active measurement loads and enable
more intelligent mechanims to detect network conges-
tions.

7. DATA DESCRIPTION AND PROCCESS-
ING

Our dataset is provided by a commercial global load
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Table 1: Coverage of RTT measurements

Country /24s AS Provider

240/280 4.2M 17.6K/51.3K 160
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Figure 9: Distribution of the number of RTT samples
in periods of different lengths

balancing service provider, which collects over 1 billion
measurements per day, spanning more than 50,000 net-
works, covering over 100 participating providers, both
public and proprietary, from a majority of countries in
the world. Table 1 shows the coverage of RTT measure-
ments in our dataset. Out of the 280 countries listed
in ISO 3166, 240 are represented in the data. The data
covers 34% of Autonomous Systems (ASs) in CAIDA’s
database [8], including all Tier-1 ASs, with 36% of the
remainder being Tier-2 ASs. Clients in the data come
from 4.2M /24s and have traffic with 160 providers.
However, most providers do not have enough traffic with
clients for analysis purposes and we only use the top 10
servers that have the most traffic with clients in our
experiments.

Figure 9 shows the distribution of the number of RTT
samples between all clients and servers in period lengths
of 1 to 8 days. In 1-day periods, 38% of clients only
have one sample. As the period length increases, the
number of RTT samples from clients increases. Due to
the sparsity of our dataset, we use 2-day periods for
latency pattern identification in our experimentrs. We
also include only clients with at least 5 measurements
in a 2-day period.

7.1 Using the Modes of RTTs as Latency
Given a large number of RTT samples, the minimum

RTT is generally used as latency to exclude queueing
delay, while the median RTT is used to include queue-
ing delay. We do not use the minimum RTT as la-
tency because our dataset includes erroneously small
measurements. Even after we prune RTTs less than
the time required for signal to traverse the great-circle
distance between clients and servers as in [25], the min-
imum RTT could still be much less than other measure-
ments. Using the median RTT avoids erroneously small
RTTs, but the queueing delay is a random component
depending on network conditions. Further, both the
minimum and median RTTs are a single value, which
cannot identify /24 clients including individual clients
with dissimilar latencies, while the modes of RTTs can

0 4 8 12 16 20 24
Time of a day (hour)

0
200
400
600
800

R
TT

 (m
s)

(a) RTT samples

0 200 400 600 800
RTT (ms)

0
0.002
0.004
0.006
0.008

0.01
0.012

PD
F

53

2

1 4 876

(b) MSC clusters

Figure 10: An example of applying KDE on RTT series
to obtain MSC clusters.

reveal the patterns of latencies as shown in Figure 5.
We have obtained 2.3 millions of /24 clients that have

an undentifiable mode in our dataset. When calculating
dispersion, we only use clients that have a single mode
and overlapping modes. We do not use clients with
non-overlapping modes for simplicity of comparison, be-
cause when comparing non-overlapping modes from two
clients, we must use modes from the same period of
time, which are hard to estimate due to data spar-
sity. Since RTTs can only reflect the network conditions
when the RTTs are measured, it is possible that RTTs
are measured during temporary network congestions.
To avoid using modes identified from these ayptical
RTTs for dispersion calculation, we smooth the modes
by their moving average and use the typical weights
of moving average in TCP. We have verified that after
moving average, among clients with large dispersion, us-
ing a different mode in other time periods only affects
the disperison of less than 2% of the clients significantly.

7.2 Latency Pattern Indentification
In each time period, we want to identify the latency

patterns of clients to a server by analyzing the mea-
sured RTTs between the clients and the server. To
find latency patterns in measured RTTs, we use ma-
chine learning algorithms, i.e., mean shift clustering
(MSC) [12] and total variation denosing (TVD) [19].
MSC is used to cluster RTTs, where RTTs in the same
cluster are close in values and each cluster has a mode
determined by the RTTs in the cluster. We refer to clus-
ters obtained from MSC as the MSC clusters. We can
use the relations between MSC clusters to identify la-
tency patterns. TVD is used to determine the relations
between MSC clusters, e.g., if the modes of MSC clus-
ters are overlapping or non-overlapping in time. With
TVD, we can automate the process of latency pattern
identification.

7.2.1 Identifying Latency Patterns with the Relations
Between MSC Clusters

We illlustrate how to identify latency patterns with
MSC clusters using an example in Figure 10(a), which
shows one-day RTT trace from a client havint overlap-
ping modes to a server. At time 6, an erroneous RTT
sample is marked as a cross. Before and after time 12,
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there is a change of the minimum RTTs, which could
be due to a network event. We use MSC to cluster
RTTs based on their values and obtain the MSC clus-
ters as in Figure 10(b). Each MSC cluster has a peak
and the RTT corresponding to the peak is the mode of
the cluster. MSC clusters 2, 3 and 5 have a much higher
peak than other clusters, indicating the three clusters
include a larger number of RTT samples. We refer to
such MSC clusters as significant clusters. In contrast,
the erroneous RTT, due to having a value much less
than other RTTs, is isolated in MSC cluster 1. We re-
fer to such MSC clusters as insignificant clusters. Other
insignificant clusters include MSC clusters 4, 6, 7 and
8.

Let x and y be two MSC clusters. There are three
relations between x and y: 1) x is noise to y, when x
is an insignificant cluster and y is an significant clus-
ter, e.g., MSC clusters 1 and 3; 2) x and y are non-
overlapping, when x and y are significant clusters in-
cluding RTTs that almost do not overlap in time, e.g.,
MSC clusters 2 and 3; 3) x and y are overlapping, when
x and y are significant clusters including RTTs that
overlaping in time, e.g., MSC clusters 2 and 5. Us-
ing the relations between MSC clusters, we can identify
latency patterns. If RTT samples include significant
clusters that are overlapping, the latency pattern has
overlapping modes. If all significant clusters in RTT
samples are non-overlapping, the latency pattern has
non-overlapping modes. If there is only one significant
cluster and other clusters are noise to the significant
cluster, then the latency pattern has a single mode. The
detailed procedure on latency pattern idenfication is as
follows.

In the following, we use TVD to quantify the relations
between MSC clusters.

Determining the Relations Between MSC
Clusters Using TVD
The most well-known application of TVD is noise re-
moval. Given a noisy signal as input, TVD recovers the
original signal by smoothing out the noise. If the noisy
signal is denoted as r = (r1, . . . , rm), where ri is the
i-th element, the objective of TVD is to find a sequence
z = (z1, . . . , zm), a close approximation to the original
signal by minimizing the following cost function,

arg min
z

1

2

m∑
i=1

|ri − zi|2 + λ

m∑
i=2

|zi − zi−1| ,

where λ is a tuning parameter penalizing the change to
zi. In this paper, we use TVD to identify the relations
between MSC clusters as follows.

Given two MSC clusters x and y, we first set all RTTs
in each MSC cluster to be the mode of that cluster and
then merge the RTTs in the two clusters in the order
of their measured time. Using the merged RTTs as

input, r, to TVD, we obtain the output z as previously
described. Setting all RTTs in each cluster to the same
value before applying TVD emphasizes the impact of
one cluster on the other. If ri is in x, |zi − ri| is then
the impact of RTTs in y on ri after merging. Based on
the impact of x and y on each other, we can determine
the relation between x and y. Let us denote the change
of ri, i.e., |zi − ri|, as ∆i and use a threshold ∆th to
determine if the change is significant. We must choose
λ and ∆th properly so that the relations between MSC
clusters can be identified via TVD.

We can consider the merged RTTs in r as a sequence.
In such sequences, RTTs in x and y are interleaved over
time, which comprise various patterns and thus make it
difficult to analytically determine λ and ∆th. We view
a sequence r as comprised of repeating sub-sequences,
where each sub-sequence consists of three parts of RTTs
with the second part seperating the first and third parts
in time. RTTs in the first and third parts from one clus-
ter and RTTs in the second part from the other cluster.
Such sub-sequences can be combined together to con-
stitute any form of sequences. Let us denote the part
of RTTs in x and y in each sub-sequence are denoted
as xp and yp and the second part as xp, the first and
third parts as ylp and yrp, which constitute yp. For each
sub-sequence, we study how to set λ and ∆th, and how
to use ∆is to determine the relations between xp and
yp. After that, we extend the relations between xp and
yp in sub-sequences to the relation between x and y.

In each sub-sequence, the relation between xp and
yp determines the values of ∆i’s. We thus want to use
the values of ∆i’s to determine the relation between xp
and yp. Let the number of RTTs in cluster w be N(w).
When xp is noise to yp, we expect the number of RTTs
in xp to have no statistical significance. In other words,
xp includes RTTs that occur with low probability, such
as RTTs due to transient congestions or measurement
errors. We use a threshold Nlb to determine if an MSC
cluster includes statistically significant RTTs and con-
sider a cluster with less than Nlb as insignificant. Let
dx and dy be the modes of x and y, and 1(x) be an
indicator function equal to 1 if x > 0 and −1 if x < 0.
We have the following theorem for the optimal solution
to TVD.

Theorem 1. Let the input r consists of RTTs in xp
and yp. For any λ ∈ (0, |dx − dy| /2), we have 1) if both
ylp and yrp are not empty, the solution that minimizes
the cost function is zi = ri + ∆i1(dx + dy − 2ri), where
∆i = 2λ

N(xp)
for all ri’s in xp, ∆i = λ

N(ylp)
for all ris

in ylp, and ∆i = λ
N(yrp)

for all ri’s in yrp; 2) if either

ylp or yrp is empty, the optimal solution is reached when

∆i = 2λ
N(xp)

for all ri’s in xp and ∆i = 2λ
N(yp)

for all ri’s
in yp.

Proof. The proof is provided in Appendix .1.
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From Threorem 1, we can see that the number of
RTTs in xp determines the value of ∆i’s of ri’s in xp.
Given Nlb, by setting λ to Nlb∆th, we can have that
when xp is insignificant and has less than Nlb RTTs,
e.g., xp is noise to yp, ∆i is larger than ∆th for all ri’s
in xp and when xp is significant and has more than Nlb
RTTs, e.g., xp is overlapping to yp, ∆i is smaller than
∆th for all ri’s in xp. This implies the relation between
xp and yp reflects on the relative values between ∆i’s
and ∆th. We thus want to define the relation between
xp and yp as follows: 1) When ∆i > ∆th for all ri’s in
xp and ∆i < ∆th for all ri’s in yp, we consider all RTTs
in xp have a significant change, while no RTTs in yp
have a singnificant change, corresponding to that xp is
noise to yp. This condition holds only if both ylp and
yrp are not empty; 2) When ∆i < ∆th for all ri’s in xp
and ∆i < ∆th for all ri’s in yp, we consider all ri’s in xp
and yp to have no significant change, corresponding to
that xp and yp are non-overlapping. Meanwhile, since
ri’s in xp and yp have ∆i < ∆th, we have N(xp) >
Nlb and N(yp) > Nlb, which means both xp and yp
are significant; 3) For other cases of RTT changes, we
consider xp and yp to be overlapping.

After quantifying the relation between xp and yp in
sub-sequences, we discuss how to extend such relations
to the relation between x and y. A merged sequence
of x and y may include sub-sequences where xp and yp
have different relations. To handle the different rela-
tions of sub-sequences, we introduce two parameters Px
and Py, the percentage of RTTs in a sequence that ex-
perience significant changes larger than ∆th in x and
y respectively after merging. If a sequence only con-
sists of sub-sequences where xp is noise to yp, we have
Px = 1 and Py = 0. For sequences consisting of sub-
sequences of different relations, we have that Px and Py
are between 0 and 1.

We define two thresholds h1 and h2 to determine if
Px and Py are close to 0 or 1, where h1 < h2, e.g., 0.2
and 0.8. Then, we can extend the relations between xp
and yp to the relation between x and y as follows: 1)
If Px < h1 and Py > h2, we consider most ri’s in x do
not have a significant change and most ri’s in y have
a significant change, i.e., y is noise to x. Similarly, if
Py < h1 and Px > h2, x is noise to y; 2) If Px ≤ h1 and
Py ≤ h2, both RTTs in x and y do not have a significant
change, i.e., x and y are non-overlapping; 3) Otherwise,
x and y are overlapping. We will discuss how to choose
h1 and h2 in Appendix .2.

APPENDIX
.1 Proof of Theorem 1

Without loss of generality, we asume dx < dy. When
the optimal solution is reached, for any i ∈ {1, . . . ,m},
we must have dx ≤ zi ≤ dy. For zi’s less than dx or
larger than dy, we can always get a smaller cost by set-
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Figure 11: Illustration of the four relations between
MSC clusters x and y, and an example of the distri-
bution of Px and Py.

ting these zi’s to dx or dy whichever is closer. Sim-
ilarly, when the optimal solution is reached, for zi’s
in the same part (ylp, xp or yrp), we must not have
oscilating ∆i’s, e.g., ∆2 > ∆1 and ∆2 > ∆3. For
such ∆2’s, a smaller cost can be achieved by setting
∆2 = (∆1 + ∆3)/2. Thus, for all zi’s in the same part,
we have a monotonic sequence of ∆i’s. Assuming the
sequence of ∆i’s in the same part is non-decreasing, we
can have |zi − zi−1| = |∆i −∆i−1| = ∆i −∆i−1 for ri’s
in each part and rewrite the cost function as

f =

m∑
i=1

∆2
i+λ

dy − dx −∆1 +

m∑
i=N(ylp)+2

|zi − zi−1|

 .

When f is minimized, we have that for each ri where
i ∈ {2, . . . , N(ylp)}, ∂f/∂∆i = 2∆i = 0. However, since
the sequence of ∆i is non-decreasing, we have that f is
minimized when ∆i = ∆1 for i ∈ {2, . . . , N(ylp)}. This
implies that the cost is minimized when all ri’s in the
same part experience the same change. By setting ∆i’s
in ylp, xp and yrp to ∆ylp

, ∆xp
and ∆yrp

respectively, we
have

f =
1

2
N(ylp)∆

2
xl
p

+
1

2
N(xp)∆

2
xp

+
1

2
N(yrp)∆

2
yrp

+ λ
(

2(dy − dx)−∆ylp
−∆yrp

− 2∆xp

)
.

Taking the derivatives of f with respect to ∆xl
p
, ∆xp

and ∆yrp
, we have that when the optimal solution is

achieved when ∆ylp
= λ

N(ylp)
, ∆yrp

= λ
N(yrp)

, and ∆xp
=

2λ
N(xp)

. Following the same procedure, we can prove the

optimal solution when either ylp or yrp is empty.

.2 Tuning Parameters h1 and h2

In Figure 11(a), the four relations between x and y
are represented as four regions in a plane with Px- and
Py-axes. When point (Px, Py) is in R1, we have Px < h1
and Py < h2, which means x and y are overlapping. We
want to set h1 and h2 to correctly identify the relation
between x and y.
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Figure 12: The choice of h1 and h2

The values of h1 and h2 depend on the patterns of
measurements in our dataset. We randomly select 4
servers and study the RTT series between these servers
and rAPs. For each RTT series, following the procedure
of AP type identification, we calculate the values of Px
and Py. The distribution of Px and Py with respect to
a given server is shown in Figure 11(b), from which we
can see that there is a large number of points at Py = 1
near R2, but no points where Px = 1 near R3. This
is because in the AP identification procedure above, we
always first select an n-cluster and check the relation
between the first n-cluster and other MSC clusters, i.e.,
we use the first n-cluster as x and other clusters as
y. Compared to n-clusters, other MSC clusters largely
include much less RTT measurements. We can thus
expect that the number of points in R2 to be large and
in contrast, the number of points in R3 to be small.
Next, we quantitatively study the number of points in
R2 and R3.

By setting h2 equal to 1, i.e., R2 becomes a line with
length h1, we study the percentage of points in R2 over
all points with Px less than h1 for the 4 servers under
various values of h1. In Figure 12(a), it can be seen
that for all servers, about 60% of points are included
in R2 regardless of h1. Considering that a majority of
points can be coverd by R2 when h2 is equal to 1, the
ideal value for Py when y is noise to x, we set h2 to
1. Since h2 is set to 1, R3 becomes a line with length
h1. In Figure 11(b), we can clearly see that there is a
boundary between points near R3 and other regions on
line Px = 1. Similarly, under various values of h1, we
show the percentage of points in R3 over all the points
with Py less than h1 for all servers. In Figure 12(b), we
can see that the boundary is h1 = 0.2. We thus set h1
to 0.2 so that R3 contains a relatively small number of
points.
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