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ABSTRACT

Several recentsystemsprovide a room-basedmetaphorto
represensharedvorkspaceshatrequireuseof multiple col-
laborative tools. Thesesystemgprovide userswith a fairly
static usageparadigmof room-centerectcollaboration,re-
quiring usersto mold their collaborative actwities to the
paradigmrather than molding the paradigmto fit the re-
qguirementsof their collaborative actiities. In this paper
we proposea powerful and yet simple event-actionbased
model, augmentedvith accesscontrol and multi-user fea-
tures,for room-basedsystemsfor providing a high degree
of malleability sothatthesesystemscanbe adaptedo pro-
vide supportfor a variety of collaboratie facilites, suchas
call centersmailboxes, sharedrepositoriesandrole-based
collaborationjncludingfacilitiesthatarenot necessarilyan-
ticipatedby systemdesigners. The model can be usedby
bothsystemdevelopersaswell asby end-userso customize
asystemto meettherequirement®f their grouptasks.
Keywords

CSCWitoolkits, sharedvorkspaces,oom-basedystemsre-
flective systemsflexible groupwaregroupwardailorability.

INTRODUCTION

Sharedworkspacesre a key elementof collaboratve sys-
tems. Several systemsjncludingMUDs [3], Worlds[13, 5,
7], CBE [8], andTeamRoomg10], usethe roommetaphor
to represensharedvorkspacesgspeciallywhenparticipants
usemultiple toolsfor collaborationin a sharedvorkspace.
Existingroom-basedystemsrovide roomswith fairly stan-
dard behaior. In fact, the room-basednetaphoron these
systemsvolvedfrom theobsenationthatreal-worldcollab-
oration often takesplacein physicalroomsaroundshared
artifacts;thusit is logical to emulatethe behaior of phys-
ical roomsin virtual computetbasedrooms. Systemsvary
in the extentto which physicalroomsareemulatedMUDs
areoftentext-based;TeamRoomprovidesa sharedvindow
managelin which sharedobjectscan be placed,and CBE
provides access-controlledoomsin which usersshareob-
jectsbut notthe interface.

A key questionis whetherthe room-basedcollaboration
paradigm asexemplified by thesesystemsadequatelsup-

portstheneedof differenttypesof groupsandcollaborative
situationsanthemetaphosupportcollaboratioractiities
that do not take ordinarily placein physicalrooms?If not,
whatsupportis neededsothatthe paradigmcanbe adopted
for awide varietyof usessomeperhapsotevenanticipated
by systemdesigners?n this paper we explore answergo
thesequestions.

We shaw thatthereare mary examplesof collaborative sit-
uationswherethe standardroom-basednetaphorprovides
inadequatesupport. On the otherhand,we shaw that, with
suitableextensionsthe paradigmcanbe madevery powerful
and can be usedto supporta rangeof collaboratve actii-
ties,suchasstandardoom-basedollaborationcall centers,
sharedepositoriespaperreviewing, voting, email, etc.
Thekey goalisto provide ahighdegreeof malleabilityto the
room-basednetaphorso thatit fits the requirement®f the
application. The malleability canrangefrom simple (e.g.,
accesgontrol)to behaioral (e.g.,establisha privatesession
with anavailableagentn acall centeroomwhenacustomer
entersthecall center).

Theimportanceof flexibility andtailorability in CSCWsys-
tems has beendiscussedby several researchers.Bentley
and Dourish suggesian approachthat views a CSCW sys-
tem asa mediumthroughwhich collaboratve work occurs,
ratherthananembodimenbf mechanismsepresentinger
ceived regularitiesin collaboratie actvity [1]. Roseman
and Greenbay argue that personalizablegroupwaremust
adaptto a wide variety of differentgroupbehaiors, includ-
ing behaior notoriginally expectedoy thegroupwarelevel-
oper [9]. Ourworkis focusednconsideringhis problemof
tailorability of theervironmentto fit thecharacteristicsf the
work is in the context of room-basedystems.We propose
concretedesignrecommendationt® achieze malleability (a
high degreeof tailorability), while maintainingsimplicity of
use,in thesesystems.

The paperis organizedasfollows. First, we shav various
typesof sharedworkspacesThen,we discussour modelof
softwarearchitecturgo provide flexible sharedworkspace.
Next, we describean accessontrol mechanisnof our sys-
tem. Then,we discusshow themodelcanbe usedto support
malleability of workspaceso fit varioususagescenariosthe



systemfollows. Finally, we presentconclusionsandfuture
work.

TYPES OF SHARED WORK SPACES

What are the various ways in which room-like shared
workspacesan be potentially used,but do not conformto

the standardroom metaphor? We considerthe following

examplesof infrastructuregequiredfor variouscollabora-
tive tasks: call centers paper reviewing facility, support
for email to a group of userswho act as one entity, sup-
port for setting up invitations to a group of participants

shaed repositoriesamonga group of participants room
whete views of the roomare syntironizedamongusersand
transientroomsthat automaticallydisappearafter a certain

timeor whenno usersare active

We briefly describethe characteristicef eachof the above.

In subsequerdectionswe shov how thesecanbesupported
in aroom-baseaystem after suitable fairly general exten-

sions.

Call Center

In a call center customerswait for serviceuntil an agent
becomesavailable. For example, customeramay go to an
insurancecompary’s web pageand, if they wantto talk to

an agent,click on a “call center” object. When an agent
becomesvailable, a private collaboratie “room” is estab-
lishedwith the clientandthe agentasthe membersandthe
customemlndtheagentcanusevariouscollaboratiortoolsto

conducttheir businessn this privateroom.

Supportfor this canof coursebe providedby creatinga spe-
cial type of room called a call center Call centerrooms
behae differently from standardooms,whereary number
of participantssimply enterand shareartifactsin theroom.
For a customeyrenteringa call centerroomimplies waiting
until anagentbecomeswvailableandthenenteringa private
collaborationwith the agent.Unfortunately thatsolution of

simply extendingtheinfrastructureo addanadditionalroom
typeis unsatisfactory|lt is difficult to anticipateall the po-
tentialvariationsin which call centeramaybeusedby users.
For instancepnevariationcouldbethatcustomersireasked
to leave their contactinformationaftera certaintimeoutand
agentsattemptto contactthemlater.

Our goalis to provide generalfacilities that canbe usedto

createcustomizedcall centersgven by end-usersandcer

tainly by systemadministrators.

Group Mail Room

Thisis atypeof userspecificroomwheretheusercancheck
for mail from others.Otherusersareallowedto postmail to
thisroom.

Only therecipientof the mail shouldbeableto readthe mail
or deletethe mail.

Paper Reviewing
A customizedoomis neededo supportrole-baseaollabo-
rative tasks,suchaspaperreviewing. Authorsof paperscan

submit papersto this room, but not deleteor look at other
authors’papers.A reviewer in room shouldbe ableto read
asubmittedbaperandcommentonthemunlessthereviewer
herselfis an authorof the paper To supportthis type of
room,thegroupingof userdnto role-basedateyoriesfor the
purposeof accesxontrolis necessary Also, accesgights
canbe object-specifica reviewer cannotnecessarilyeview
all papersn theroom. Authorscanonly addtheirown paper
in theroom,andnotlist contentof theroom(exceptperhaps
their own paper)or deletepaperssubmittedby others.

Room for Invitation

A usercaninvite peopleto aroom. In casetheinvited people
arein our system,this involvesfirst notifying them. If the
invited peoplearenotin thesystemexternalnotificationcan
be used,suchasby sendingemailto them.This requiresthe
functionalitiesfor checkingthe presenceof the userin the
systemaswell asfor notifying users. Secondly the access
privilegefor theinvited peopleshouldbe setaccordingly It
is likely that the privilegesof theseinvited peopleare not
permanent.The accessights of thesepeopleexpire aftera
certainperiodof time.

Repository Room

This is aroomtype thatallows peopleto put objectsfor use
by otherusers.Usersareallowedto addandoperateontheir
own objectsbut are not allowed to modify others’ objects
without properpermissions.This requiresboth room-level
andobject-level accesgontrol.

Synchronized Room

This is a room type that allows peopleto seesynchronized
action.For example aslideobjectin this synchronizedoom
canprovide a synchronizedslide shav to peopleinside the
room.

Transient Room

This type of room expires aftera certainperiod. This room
type requiresthe attribute associatedwvith a room, which
determinedife of a room. The time-out after the period,
a notificationto usersshould occur as well as deletion of
a room. The life of an objectin a room is subjectto the
lifetime of aroom.

ADAPTABLE WORKSPACE MODEL

We now presenta high-level modelthat provides facilities
to programmersndend-userso do customizatiorof beha-
ior of roomsandobjectswithin roomsso that the metaphor
fits the variety of needsdescribedin the previous section.
The model proposedin this paperis an extension of the
model called CollaboratoryBuilder’s Ervironment(CBE?)
presentedn [8].

1CBE s a softwarearchitectureor toolkit for creatingextensiblecollab-
orative sharedvorkspace



Thekey elementof themodelareentitiesthatincludeusers
rooms,objectsin theroom Usersrooms,androom objects
canhave a dynamicsetof attributes. Theseentitiescanbe
associatetvith < event, action > pairs.Whenaneventoc-
cursontheentity (e.g.,clicking onthe object),anassociated
actionis executed.Actions aretypically small fragmentsof
codethat canreador updateattributesof the entities,and
canbewrittenin anappropriatescriptinglanguagé. A role-
basedaccessontrol modelprovidesthe ability to constrain
operation®n entities,or theability to executeactionson ob-
jects,to userdn appropriateoles.

We next describeeachof thesesimpleelementsn morede-
tail. Thenwe give examplesof how theseelementgprovide
a powerful mechanismo createhighly tailorablerooms,in-
cluding supportingmary of the featuresof the powerful ac-
cesscontrolmodeldescribedn Edwardg4].

Entities
Following are the key types of entities in our shared

workspacemodel: users,applet,group-avare object, non-
group-avareobject,URL androom.

Users

Usersperformoperationson the sharedworkspacesuchas
enteringrooms,deletingrooms,generatingventson objects
(e.g.,clicking on an object),etc. For every userin the sys-
tem, the systemmaintainscertain attributes, such as their
uniquesystemid and currentRolesthe currentsetof roles
the useris in for the purposeof accessontrol. In addition,
otherattributescanbe addedo facilitate collaboratve activ-

ities suchasusername organizationphonenumber etc.

Rooms

A roomcancontainobjectsthataresharecamonguserssub-
ject to accesscontrol and object-specificattributes. It also
providesuserswith facilities for collaborationawvareness-
system-definedttributesof a roomincludethe setof users
who are presentin a room. Roomalso have the following
system-definedttributes: room name owner, accessper
missions the list of objectsin the room the list of usersin
theroom andthe creationdate In addition, userscande-
fine additionalattributesfor a givenroom, subjectto access
control rules,for modifying the room behaior, suchaster-
minationtimefor implementingtransienrooms,etc.

A usercanbeinsidemultiple roomsat the sametime, asfar
asthe systemis concernedSincethe roomsarevirtual, un-
like physicalrooms,no suchrestrictionis necessaryin fact,
in the useof CBE in the UpperAtmosphericResearciCol-
laboratory spacescientistsoften usethis facility to monitor
and participatein several collaboratie activities simultane-
ously This behaior can,however, be changedy tailoring
theroomsusingthefacilities describedn this section.

2An obviousquestionis whetherscripting languagesare an appropri-
ateinterfacefor end-usersWe will discusssomewaysof simplifying the
interfacefor customizatiorto end-userén alatersection.

Our currentimplementatiorof CBE is restrictedto aflat or-
ganizationof rooms. The model,however is intendedto be
hierarchical. Roomscan containotherroomsor references
to otherrooms.However, aroomcannotbe containedn two
roomssimultaneouslyit could be containedn otherrooms
as a refeence (similar to symbolic links in Unix file sys-
tems).

RoomObjects

Roomscontainnamedobjects. Standardobjectsknown to
the systeminclude URLS, dataobjects,appletobjects,and
group-avaretools. Theseobjectscanbe addedor deleted
dynamicallyfrom aroom. They canalsobe copiedor moved
from one room to another Common system-definedat-
tributesof room objectsinclude objectowner (initially set
to the objectcreator) creationdate accessontmol list, cur-
rentroom andobjecttype

A URL objectprovidestheaccesso URL(Uniform Resource
Locator) on the Weh Userscan put URLSs in a room and
makethoseURLSs accessibldy otherusersin the room for
openingvia their web browsers. Userscan usethis URLs
to sharereferencedo objectson the Weh A URL object
hasthefollowing additionalattribute: the URL valug which
is passedo the browserfor display URLs, in general,can
alsoreferto executablecontent,suchasappletsin Java, or
plugins.

Data objectsaresimply a namedsequencef bytesthatcan
bereador writtento aroom. They allow aroomto beusedas
arepositoryof shareddata,just like afile system.Users for
example,canuploadfilesto aroomor downloadfiles from a
room,subjecto accesgontrolrestrictions.Besideghestan-
dard attributessuchas owner and accesgermissionsthey
havetheassociatedttributesdataTypeandappletNameThe
appletNames the nameof the applicationthat shouldbe
startedwhenan attemptis madeto displaythe object. This
applicationis passea referenceo this object. For instance,
userscould usea sharedwhiteboardin the roomto collab-
oratewith eachother andthen save its stateto a dataob-
jectin variousformats(e.g,GIF, whiteboard-specifitormat,
HTML). Theformatnameshouldbe storedin the dataType
attribute. The nameof the application(e.g.,whiteboard) to
be usedby defaultto displaythe object,shouldbe storedin
theappletNamattribute.

Group-avare objectsare a specialkind of dataobjectsthat
comeup in sharednode.In thatcase theapplicationthatis
usedto displaythemis passedinadditionalparameteindi-
catingthatthe object’s stateshouldbe sharedduring editing
or modifications.Tools suchasChatandsharedwhiteboard
areimplementedasgroup-avareobjectsin CBE.
Parameterge.g., attribute valuessuchasusernamefanbe
passedwhen invoking URLs and group-avare objects,so
that appropriatecontet can be passedfrom roomsto the
containedbjects.

Openinga group-avare object causesthe invocationof a
group-avare appletby downloading the associatedyroup-



awareappletandtheninitialization of its statewith the con-
tent of the group-avareobjector the currentactive stateof
theapplet-groug8] if theobjectbeenmodifiedby oneof the
usersusingthe group-avareapplet.

An applet-goup[8] consistof asetof appletsthatareshar
ing a particulargroup-avareobject. A setof whiteboardap-
pletsthatarecollaboratively usedto modify a sharedobject
belongto the sameapplet-group.Fromthe implementation
point of view, appletsn the sameapplet-groumremembers
of the samemulticastgroup. I1SIS [2] and Corona[6] take
thisapproacHor statecoordinationpurposes.

ObjectAttributes

As indicated earlietr entitiesin the systemhave system-
definedaswell asuserdefinedattributes. Userdefinedat-
tributes,coupledwith < even, action > rules,provide the
meango changethe paradigmbehaior to suit the needsof
theapplication.

At present,we considerthe attribute values of integers,
floats, strings,andlists to be adequatdor mosttailorability
tasks.

Eventsand Actions

Rooms and room objects can be associatedwith <
event,action > pairs. Eventsare typically generatedn
responsdo a useraction (e.g., selectinga menuitem after
selectinganobjector clicking ontheobject). Whenanevent
occurson the selectecentity, anactionboundto theeventis
executed. Eventscan alsobe generatedrom timers, or by
actions.

Actions provide the core mechanismto alter the behaior
of rooms. Actions canreadattribute values,updatethem,
modify accesgontrollists, setnamedimersattachedo spe-
cific objectsetc.,andgenerateen events subjecto access-
controlrestrictions.

Actionsaretypically expectedio be smallfragmentof code
that canreador updateattributesof the entities,andcanbe
writtenin anappropriatescriptinglanguagesuchasasubset
of Tcl or JavaScript Often,we expectthatend-usersvill not
have to do arny programming.They will simply copy exist-
ing rooms(e.g.,transientrooms)andchangeheir attributes
(e.g.,terminationTme) to customizetheir behaior. How-
ever, the model permits more radical changesof behaior
usingscripting.

Actions have an attribute creator and an accesscontrol list
of userswho areallowedto executethe action. Actionscan
checktheidentity of the userwho initiated theaction,in or-
derto, say provide differentfunctionalityto differentusers.
Figure 1 shavs an exampleof the useof the eventsandac-
tionsin themodelfor implementingpartof the functionality
of acall centerroom.

3In our currentsystem actionsare codedin Java, and not availableto
end-useryia a scriptinglanguage We considerthatto be temporarylimi-
tation of our presenimplementationratherthana fundamentatonceptual
limitation of themodel.
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Basicfunctionalitiesthata call centershouldprovideinclude
thefollowing. First,anentera roomoperatiorallows a cus-
tomerto entera call center Whena customeclicksonacall
objectin a room, a Chatappletis broughtup to provide a
communicatiorchannebetweerthe customelandanagent.
To shortenthe procedurea roomcanbedesignedsothatas
soonasthe customemalksinto the call centera call object
is automaticallyactivated. Then,theagentandthe customer
canhave a chatinsidethe call centerroom or they canchat
in the customers privateroom. In the caseof the latter, a
transientroom canbe createdwith createa roomoperation.
The put useroperationwill put the customerandthe agent
in theroom. The addappletoperationwill puta chatapplet
in theroom. Then,invokeappletwill bring up chatapplets
for them. As describedabove, the event of walking into a
room by a customertriggersthe correspondingactions(or
operations).

Thefollowing shavstheoutlineof of the< event, action >
pair for a call centerroom. Otherexamplescanbe foundin
thelater sectionon "Using the Model to Provide Adaptabil-
ity”.

Event:Click ona call object

Action:

public actionForCallCenterRoon{

if a useris customer{
Puta requesbbjectin theroom;
Senda notificationto anagent;

}

elseif a useris agentandthere are requesbbjects
Createa privateroom;
Putan agentanda customein theroom;
StartChatappletsfor the agentandthe customer;
Havethe appletsjoin the samechat group;

}
}



ACCESS CONTROL

Accesscontrol is a critical elementof supportingdifferent
typesof collaboratie actiities. Without someform of ac-

cesscontrol, somecollaboratie taskscannotbe easily sup-
ported— e.g., papersubmissiorand reviews, call centers,
etc. If a systemsupportsuserswith differentroles (e.g.,
customers. agents)jt almostinvariably needso support
someform of accesscontrol. Accesscontrol canbe impor-

tantbothfrom the perspectie of privagy of collaboratveac-

tivitiesaswell asin guidingusersto performcorrectactions
in acomple sharedvorkspaceBoth privagy andsimplicity

of interactioncanenhanceollaboratve actiities.

There are several models of accesscontrol, including
general-purposenodels such as access-controlists used
in file systemsand modelsdesignedor collaborative sys-
temssuchasthe inheritance-basethodelby Shenand De-
wan [11], the object-specifiamodelin SOL [12], andthe
rule-basednodelby Edwardg[4]. Whatmodelis appropri-
ateto supportthevarioususesof theroom-basednetaphor?
We feelthatthereshouldbetwo guidingprinciplesin choos-
ing an access-contranodelfor a specificsituation: (1) the
modelshouldbeassimpleaspossiblesothatit is easyto un-
derstandeasyto useby end-userandadministiatorsof the
system,andrelatively easyto verify if access-controliola-
tionsarea concern;and(2) it shouldprovide the necessary
flexibility for supportinga variety of potentialuses.In par
ticular, we felt it is betterto sacrificesomegeneralityin the
access-contrainodel(e.g., applicability to workflow-based
collaboratioraswell assynchronousollaboration)f it leads
to asimplersolutionfor our specificsituationof applyingthe
room-basednetaphoto a variety of uses.

Themodelwe feel satisfiesour guiding principlesfor usein
flexible room-basecollaboratve systemsis similar to the
access-contrdist modelusedin file systemssuchasAFS,
adaptedo makeit appropriatdor room-basedystemsThe
modelhasseveralappealingcharacteristicskirst, it is likely
to be familiar to end-usersf they have usedstandardnet-
work file systems.Secondit is anend-useforientedmodel
ratherthana programmerorientedmodel. Models suchas
thosein [11] may requireunderstandingf inheritance;in-
heritancds a nice concepffrom a programmingoerspectie,
but not somethingusuallyexposedto end-usersSuchmod-
elsaremorelikely to be bettersuitedfor programmingac-
cesscontrolin comple groupwaresystems.

Our accesgontrol model specifiesaccesontrol on oper
ationson threekinds of objects: rooms room objects and
actions associatedvith events on roomsor room objects.
The operationson roomsthat canbe permittedor deniedto
userdgncludestandardoomoperationsuchasenteraroom
leavea room list objectsinsidea room, andadd objectsto
theroom. In addition,standardaccessights (read,modify,
createdelete)canbe specifiedon roomattributes.
Permissionganbespecifiedin termsof usersor in termsof
roles Userscanbelongto oneor morerolesata giventime
(specifiedas an attribute of the users). Usersalsohave a a

maximalpermittedsetof rolesthatthey canbecomemember
of; atary giventime, usersbelongto a subsetf rolesthat
they arepermittedto join.

Thefollowing arethe privilegesat thelevel of objects.

read allowsauserto openandreadtheobject

write allowsauserto overwritethe object

add attribute allows auserto addanattributeto the object
read attribute allows auserto readanattributevalue
delete attribute allows auserto deleteanattributevalue
delete allowsauserto deletetheobjectfrom aroom

see allows a userto list the object. Otherwise the objectis
invisible to theuser

change access control list Changesaccesscontrol list of
theobject

Attributesof anobjectaresubjectto accessontrol. By de-
fault, only the creatorof a objectcanadd,read,or deletean
objectattribute. System-definedttributescannotbedeleted.
They alsocannotbe modified,for obvious securityreasons,
exceptvia requestgo the system.
Wefeelthataccesgontrolrules,assuggesteth Edwardg4]
areindeeduseful(e.g.,allowing auseraccesso aroomdur-
ing 9-5 only). However, we do not needto necessarilyput
suchrulesin theaccesontrolmodel.In our designwe can
implementsuchrulesatthe event-actionlevel. For instance,
therule aboutlimiting accesdo aroombetweerd-5 canbe
encodedasfollows:

(a) settimer eventsto be generatedt 9 amand5 pmonthe
givenroom.

(b) On 9 amtimer event,takethe limitAccess()action.

(c) On5 pmtimer event,takethe permitAccess(action.

limitAccess()
/* savecurrent ACL as an attributeof theroom*/
currentRoom.saveZl = current ACL;
currentACL = null;

}

permitAccess(}
/* restoe access/
currentACL = currentRoom.savez\ ;

}

USING THE MODEL TO PROVIDE ADAPTABILITY
Table 1 shovs mary of the key operationsthat are avail-
able to be executedfrom actionsthat are associatedvith
events. Theseoperationsinclude facilities for creatingor
deletingrooms,addingor deletingusersrom rooms,adding
URLs/appletsto a room, maving or copying objectsfrom
oneroomto anothey settingaccessontrol, notifying users,
definingnew attributes,etc.



room.create(rname) Createaroom.
Initialize roomstructure.
room enter(rid) Enteraroom.

Putauserinsideof aroom

room.monitor(monita)

Setup a monitor (callback)function for receving notifica-
tionsof statechange®f rooms.
Thenotificationsaremulticastusingtheatomicorderedmul-
ticastmechanism.

room.delete(rid)

Deletearoom.
Deletetheroomentryalongwith usersandappletsnsidethe
room.

room.leave(rid) Lease aroom.
Putauseroutsideof aroom.

room.lookup(rid,lookup.ist) Look uparoom.
Returnaroomstatus

room. createapp(rid,gid, appname)

Createa new appropriateappletfor the specifiedgroup.
Thenew appletjoins thegroupimplicitly .

room put app(rid,gname appname)

Putanappletin aroom.
Theappletcreatesanew groupandjoins the new group.

room put grp(rid, gname)

Putanapplet-groupn aroom.

room.move_app(srcrid, dstrid, appid)

Move anappletfrom oneroomto another
Theappletleavesits previous groupandjoins anewv group.

room.remove_app(rid,appid)

Remae anappletfrom aroom.
Theappletleasesits group.

room.remove_grp(rid, gid)

Remae anapplet-groudrom aroom.

room.getacl(rid, uid)

Getausers privilegelevel in aroom.

roomsetacl(rid, uid, acl)

Setausers privilegelevel in aroom.

putuser(rid,uid)

Putaspecifieduserin theroom

list_object(rid,objecttype)

Returnsalist of roomobjectsin aroom.

readobject(rid,objectname objecttype)

Readghe contentof theroomobjectin aroom

write_object(rid,object name object type, objectcontent)

Writesthe contentof objectin aroom.

add object(rid,objectname objecttype)

Add anobjectentryin aroom.

deleteobject(rid,object name object type)

Deleteanobjectentryfrom aroom.

invoke applet(roompuser appletype,objectName)

Startanappletonausers desktop

lookup.users(rid)

Lookupusersin aroom.

find_user(uid)

Find a specifieduserin the system

notify_user(uid,message)

Senda notificationto a user

add atribute(attributeName)

Add anew userdefinedattribute

setattribute(attriuteNameyalue)

Settheattributevalue

getattribute(attributeName)

Getthethe specifiedattribute’svalue

Tablel: Examplesof System-proided Operation®©n RoomsandObjects




We now shav how to usetheseoperationgo adaptthe be-
havior of roomsto variousneeds.

Call Center

We earliergave anexampleof aan < event, action > rule
for call center Now we considerthe interactionof thatrole
with accesgontrol. If we applythe designdescribedabore
to call centerroom,two rolescanbedefined:customersnd
agents At thelevel of aroom,the custometave theaccess
right of addthatallowsthecustometo putacall objectin the
room. Thedeleteright canalsobegivento thecustomemwho
is theownerof theobject.Ontheotherhand theagenthave
the accesgight of read write, anddelete The call center
room canalsobe setin sucha way that peoplein the room
arenot seenby otherpeoplein the sameroom. (userlookup
attributecanbeusedfor this matter)

As an anotherexample, group mail room involves both
room-level andobject-lesel accesgontrols. The group mail
room allows all the membersof the room to have the add
privilege sothatuserscanput (or add)emailto othersin the
room. However, read accesgight of the objectshouldalso
beenabledor therecipientsothatonly therecipientcanread
thatmessage.

PaperReview Room

As describedn earliersection,in the paperreview room, a
reviewer of a papercanreadthe paperand commenton it
unlessthereviewer is the authorof the paper We canmodel
thistypeof roomwith someattributesandevent/actiormeth-
odsassociatedvith a paperobject. First, the basicattributes
shouldbedefinedbothfor aroomandapaperobject.First,a
paperobjectshouldhave attributesof usergroupsof authors
andreviewers Secondlyaroom attribute of deadlineis re-
quiredto disallow applicantgo addpaperobjectsto a room
afterthedeadline.

The following shows a pseudocode of the action for the
event of click on a paperobjectfor readingor reviewing a
paper Whenthe appletis invokedby the invoke applet, it
shouldcall read object(curentRoompaper commentApplet
or readerApplet}o getthe paperobject.

Event: Click on a paperobject
Action:

actionForReadRper {

type of room needto have the attribute of recipient. The
following shaws the event click on a mail object and its
correspondingaction of readingmail. In the action, it
invokes the readerapplet only if the currentUseris the
recipientof mail. Whenthe readerappletis invoked, it gets
the contentof the mail by calling read object(currentRoom,
mail, readerApplet).

Event: Click on a mail object
Action:
actionForReadMail{
if (currentUseris mail.recipient)
invokeapplet(currRoomgurrentUserreaderAppletmail);

TransientRoom

Thetransientroomis aroomwhich exists only for a certain
period of time. The basic attribute of this type of room
shouldincludethe expirationtime. Thefollowing shows the
event of time-out and the action performedfor the event.
In this example,the time-outevent triggersthe notification
to all the usersin a room and deletionof the room therby
deletingall the objectsin theroom.

Event: Time-out
Action:
actionForTransientRoord
for ead userin currentRoom
notify_user(usemotificationMessage);
roomdelete(curentRoom);

}

CONCLUSIONS

We proposeways of supportingtailorability to room-based
systemsso that they can supporta variety of collaboratve
applicationsthat do not conformto a standardroom-based
metaphorthatis typical in existing systems.The proposed
designcanbeusedboth systembuildersaswell asend-users
to customizehebehaior of room-basedvorkspaceso meet
the needsof a variety of collaborative applications. Exam-
plesof suchapplicationdncludecall centerssharedeposi-
tories,mailboxes,transientrooms,synchronizedooms,etc.
In eachcase,variationsare possiblethat perhapsmay not
evenbeanticipatedoy systemdesigners.

if (currentUseris in paperRe/iewershbut notin paperWriters) To provide tailorability, we proposea modelof room-based
invokeapplet(curentRoomgurrentUsercommentApplet, systemswith the following features:(1) objectsandrooms

paper);
elseif (currentUseris in paperWriters)
invokeapplet(curentRoomcurrentUserreaderApplet,

paper);

GroupMail Room

Group mail room is a room where userscan post mail to
othersand checktheir own mail. A mail object for this

canhave userdefinedattributes;(2) asetof basicoperations
areprovided to manipulateobjectsandrooms;(2) userop-

erationson objectsandroomsgeneratevents;(3) endusers
candefineactionsthattake placewheneventsoccur where
eventscanexaminepropertiesgxamineor updateattributes,
or invoke operationson rooms or objects; and (4) a role-

basedacceszontrolmodelis definedto facilitate collabora-
tion in situationswhereprivagy or accesgontrolis required.

We shaw thatthe model providessuficient power to allow



tailorability of roomsto meetthe needsof a variety of col-

laborationneedsyet the modelis simpleenoughthatit can
potentiallybe exposedto endusersin desiredwaysor via a
simplescriptinglanguage.

We arecurrentlyproviding supportfor themodelin theCol-

laboratoryBuilder’s Ernvironment. Currently the modelcan
be usedby systemdevelopersby programmingin Java to

build customizedooms. Futurework includesexposingthe
customizatiorfacility to end-usersia asimplescriptinglan-
guage Work is alsoneededo betterunderstandheimplica-
tions of providing sucha powerful customizatiorfacility to

end-usersin generalthereis a potentialfor benefitaswell

asapotentialfor mistakes We hopeto getabetterhandleon
theseissuesby gatheringexperiencewith the facility in the
contet of on-goingUpper AtmoshpericResearciCollabo-
ratoryprojectattheUniversityof Michiganaswell astheuse
of CollaboratoryBuilder's Environmentto supportteaching
actiitiesin our classes.
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